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1. Govarnmeni to Government Baelations

a.

p.

The indian Nation namad above and the Stats of Washington are sovereign governments. The
indian Mation and DSHS agree to these Special General Terms and Conditions for the purpose of
furthering the govarnment-to-governmaent refationship acknewisdged in the Centennial Accord and
to achieve their mutual objectives of providing efficiant and beneficial sarvices 1o thelr peaple.

Nothing in this Agraement shall be construad as a waiver of tribal soversign immunity,

- Definitions

a.

b.

. "WAGC® means Washington Administrative Codsa.

“ACES” means Autornated Client Ebgibility System.

“Agreement” maans this indlan Nation Data Share Agreement, including all documents attached or
incorporated by refarence.

“Centennial Accord” means the agreement entered into between fadsrally recognized tribes in
Washington State and the State of Washington on August 4, 1989,

“DEHS" means the Departmeant of Social and Health Servicss of the Siate of Washington and iis
administrations, divisions, programs, employees, and autharized agents,

“aJAS" means web-based JOBS Automated System.

"ESD” means the Employment Security Cepartment of Washington Siate.

"Personal information” means information identifiable to any person. This includes but is not imited
to, information that relates 1o & person’'s name, health, finances, education, busingss, Use of recaipt
of governmental servicas or other activities, addresses, telephone numbers social sacurity
numbers, driver license numbers, other identifying numbers, and any financial identifiers.

“RCW" means the Revisad Code of Washington. Al references in this Agreement or any Program
Agraement to RCW chapters or ssciions shall include any successor, amended, or replacement
statute.

“Raguiation” maans any federal, state, or local reguiation, rulg, or ordinanca.

"SEMS" means Support Enforcement Management Systom.

“Bubcaontract” means any geparate agreemsnt or coniract botween thae Contractor and an
individual or enfity {("Subcontractor”} {o perform ali ar a portion of the duties and obligations that the
Contractor is obiigated to perform pursuant to this contract,

“SENT means Statewids Goveromeanial Mabwork,

. "TANF" means Temparary Assisiance o Needy Fariliss.

"Tribe” means the entity performing services pursuant 1o this indian Nation Program Agreamant,
This includes the Tribe's afficers, directors, trustees, empioyveas and/or agents uniess otherwise
stated in thig Indian Nation Program Agreement. For purposes of this indian Nation ngram
Agreement, the Tribe is not considerad an empioyes or agent of DSHE,
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3. Statement of Worlk
a. Programs Receiving and Providing Data

{1} The Confedaratad Tribes of the Colville Aesarvation herein referred (0 as the “Tribe’, is the
data reciplent; contact information is listed on page numbsr ong {13} under indian Nation Nams,

{2) DSHS is the data provider; contact information is listed on page number ong (1) under DSHS
Administration. _

b. Purposs
{1} Subject to the Himitation in subsection (a}(i) of this section, DSHS shalt provide the Tribe with
access to the following systems and data in read-anly web based secured access 0 assist the
Tribe in administaring their Tribal TANF and/or Chitd Support programs:

{#) Automated Client Eligibiiity System {ACES) and Support Enforcement Managament Syster
{SEMS}.

i Prior to the TANF program receiving access o SEMS the Tribe must submit a DSHS
form, 17-174, Database Access Request, and receive approval by the Department for
5CCHSS,

{oy Employment Security Department earnings data.
¢. Dascription of the Data

{1} SEMS Data
Designated staff of the Tribe shall have limited read-only web based secured access o SEMS
cases whera the Tribe is coded on the SEMS cage. DSHS will provids the Tribe's staff with
slectronic inquiry only access to Child Support informatlon for verification of child support
cases, family relationships, and financial history,

{2} ACES Data

{a} Designatad stalf of the Tribe shall have imited read—only welb based socured access io
ACGES.

{t:} Untit the Tribe has their own aiccess to AGES, specific hard copy data outlined below shall
be provided to transfer casas from the state to the Tribe. Once the Triba has access o
ACES, DSHS will only provide item {i) below. ACES and eJAS information on iribal clients
and their case information shall be provided in hard copy form and g Bmited o the following:
L AU number, Client ID number for sach client in the AU, and the names of the clients.
. Demographic information {copy of the most recent agplication or Eligibiiitly Review},

#.  Income and resources.
fv. Native American siatus {as declarad by the household}.

v, Relationship of household members to the Native American member(s).

e

Huwighis
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vil,  Place of residence (i different from mailing address}.
viit. Geographic Servioe Area,
ix. Pregnancy / dug dale.
%  ldentification and social secuity number.
. Absent Parent information.
xii.  Number of monihs the family has already received stats or Tribal TANF and the
nurmber of moriths the family resided on an Indian Reservation while receiving TANF,
i known;
X,  Status of 80-month extension (i applicabis).
X, JAS components. [eJAS]
x. Employment and training activities.[eJAS]
xvi.  Gurrent Individual Responsihility Plan (IRP). [8JAS]
xvil. Support service Nistory, [eJAS]
{3) The State of Washington, Empioyfnani Security Department {ESD} providas DSHS with
confidential banefit and wage employment data collected through the Unampioymant
Compansation (UC) program, which is accessed through AGES and SEMS.

a. Access o Dala

. {1} Unigue user identification numbers and passwords obtained from DSHS are required M order
for the authorized iribai staff to log on to ACES and SEMS.

{2} The Tribe will nead to submit the 1P numbers of tha worksiations that will nead to actess ACES
and SEMS.

{3} AQES/SEMS - Methad of Access / Transfer / Payment
{8y Cannaciion o ACES and SEMS will ocsur in one of the following two ways, sithern
L Through a workstation attached o the intergovernments! network {IGN}, ot
fi. DSHS will grant data access o AGES and SEMS for designated siaff through a Virtual
Private Metwork (VPN} connection provided by the Department of information Systems
{018}, which uses fobs a8 & secandary facior of authentication, in addition o user
identification and password,

{A} DBHS will provide a maximum of two (2) dugt ACES-SEMS fobs at no charge 10 the
TANF program. Each of the two {2) fobs will provide access to both ACES & SEMS.

(B3 DSHS will provide a maximum of two {2) dual ACES-SEMS fobs at no charge 10 the
Child Support program. Each of the two {2) fobs will provide agcess to bath ACES &
SEMS.

DEHE Cariral Contract Sarvicas
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{b} ACES, aJAS and client file data will be printed by DBHS statf and sent o the Tribal TANF
Program, in hard copy form only, upon request dur;ng transfer of cases (o the Trilial TANF
program.

f.  The data (hard copy} wilt be transferred from ESA to the Tribe and from the Tribe to
£35A through the United States Postal Service {USPS) with tracking and delivery
confirmation.

i, I faxed, the receiving fax machine must be located so that | is only accossibie by Tribal
staff with authorized access o the data,

(c} The Tribe shall ensure that wage and UC data from tha ESD is accessed as follows:
i, Trihal TANF program employees or contracted staff through ACES
il. Tribal Child Support program employses or cantracted staff through SEMS
b. Parsons Having Accoss to Data
{1} The Tribe shall ensure that Tribat TANF and Chitd Support employeas or contractad staff
persons have access 1o ACES and SEMS records only when necessary io fulfill the TANF or
Child Support raquirements of thelr program.
{2} Seourity Monitoring

{z) The Trbhs shall assign a securily moniior as a point of contact for ACES angd SEMS for the
TANF program.

{b} The Tribe shall assign a security moritor as & point of contact for ACES and SEMS for the
Chiid Support program.

{c} The security monitor{s}) wilt

i. Pouts ACES access requests through the ESA Information Technology Division
Ceniral Support Help Desk,

i, Route SEMS access requests through the DCS Program Manager.

. Notity the ESA Information Technology Division Central Support Help Dask
immediately whan employees or contractad staft that have access o ACES terminate
employment, transfer, or change duties.

fv. Natify the DCS Program Manager immadiately when employses or contracted stalf that
have access o SEMS terminate employment, transfer, or change duties,

¥, Upen an employes or conjracted staft member with SEMS or ACES accass ienninating
ampioyment, translerdng, or changing dutiss:

{A} Promplly revoke access that s nio longsr needed or appropriate. Disabla {ravoke)
alt uzer 10s within five busingss days of the termination.

{8} Notify the amploves or contracted siafl member of his or her duty 1o keap
information confidential,

“{Gy Supenvisorsandior managarsmustpromptly fepest iy ohiznges ur other personng
shanges for which removal or reduction of computer systam privileges is
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appyopriate,

{D} When an employee or coniracted staff member is terminated for cause, the Tribe
shall dizsable {revoke) all access and user IDs immedialely.

¢. Frequency of the Data Exchange

The exchange of data is accormplished through on-Ene transactions that may occur whenever the
application is available,

d. Securty of Data

{1} The Tribe shall sscure the data provided in accordance with the requirements of Exhibit & -
Dasa Securly Requirements.

{2) The Tribe shalt take reasonable precautions to securs against unautharized physical and
slectronic access to data.

{3} To limit potential secusity breachas, if a fob Is inactive for more than ninety (90} days, DSHS
may deactivate i.

(a} i a foly is deactivated, the Tribe agrees to return it to DSHS within 20 days of deactivation.

{4} DSHS provided data stored by the Triba may not be accessed rermately — no use of external
networks {(a.g. the intarnet) is allowed under this agreement.

{5} The Tribe shall track the location of any copies or backups of data provided by DSHS. The
method of tracking shali be sufficient to provide the abifity to audit the protections afforded the
copied data sets.

{8} in the case of hardwars failure, the Tribe must protect data by removing the hard drive before
shinping equipment for repair,

{7} Tha Triba shall pratect information according to state, federal and tribal Jaws including the
ollowing, incorporated by reference:

{a) RCW 74.04.080 Recards, Confidential —~ Exception - Panaity
{by ACW 42.56.230 Parsonal information

{cy ROW 26.23.120 information & Regards ~ Confidantialily ~ Disclosure - Adiudicative
Proceading -~ Rulgs -~ Panalties

{dy 45 CFR 307.19 Security & Confidentiality for Gomputerized Support Enforcement Systems
in Coaration after Outohar 1, 1997,

(g} 20 COFR 803 Federal-State Unemployment Compensation {UC}) Program; Cordidentiality &
Disciosure of State UC Information

) 42 USC 854(26) Safeguarding Confidential Information
e. Confidentialily and Nondisciosure
{1} The information to be ghared undar this Agreament is confidential in nature and is subject o

oRE Fediar sy Tria antidenualt veyiiva e TR g Rl st e
sonfidentiality of client information in accordancs with State, Federal, and Tribat laws,
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{2} Notification of unauthorized disclosure

{2} The Tribe shal notiy the Economic Services Administration {ESA) within one (1} businass
day ¥ the Tribe discovers any unauthorized disclosure of ACES or SEMS information.
Notification to ESA shall ba done by sending an emall to'datairesch @dshs wa.goy.

{3) The Tribe shall have adequate policies and procedures In place to ensure compiiﬁnce with
confidenfialily requirements.

{4} The Tribe, its employess and contracted staff may use confidential information or clata gained
by reason of this Agreement only for the purposes of this Agreement.

{5) The Tribe shall not disclose nor fransfer any information as described in this agreement 1o any
party in whole ar in pant, or to any individual or agency not specitically authorized by this
agreamant except as provided by iaw.

{6} All confidantial information DSHS roceives from the Tribe under this Agraement will be kept
confidential by DSHS employess as required by State, Federal and Tribal jaws.

{7} Notice of Nondisclosure

{a) AGES: The Tribe must ensure each employee or contracied staff person with ACES access
signs the following nondisclosura forms provided by DSHS prior o DEHE granting access:

State Départiy of Social and Health Services Netice of Nondisciosure:

5

The Trite shall retain a signed capy of the form on file for monitoring purposes.

Washington State Emplovrent Security Depadment Notice of Nondisclosure: The Tribe
shail submit the signed ariginal copy of the farm {o the ESA State Tribal Belations
Office, Tribal Relations Program Administrator - TANF.

(b} SEMS: The Tribe rmust énsurs that each employes or contracted staff person with SEMS
access accepis tha Fedaral and State data access requiremants listed in the SEMS,
Confidentiality Statement ~ Tribal Employse, prior to DEHS granting access.

{8 Afier being granted access each ampioyes of contracted staff person will be required 1o
annually review and accept the SEMS Confidentiality Statement — Trihal Empioyea.

4. Frior Data Share Agreement Superseded by this Agreement
a. Upon signature by both parties, this contract tlerminates and superssdes:

{1} ACES Data Share Agreement #0762-12585 and ACES Data Share Agreement Amandment
#07B2-12585-01 enterad into between the Tribe and DSHS.

5. Disputes

Disputes shall bg resolvad in accordancs with the current DSHS and Indian Nation Agreement on
General Terms and Conditions hetween the Tribe and DSHS.

a. Termination

Termnination of this Agreement shed! be in aceordance with the current DSHS and indian Nation
Agreemnent on General Terms and Conditions betwaen the Tribe and DSHS,

DEHE Cenlral Confiac! Sarvices
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Exhibit A
Pata Security Requiremenis

7. Frotection of Data, The contractor agrees to store data on one of more of the following media and
pratect the daia as described:

a. Hard disk drives. Data stored on local workstation hard disks. Access 1o the data will be
restricted 1o authorized users by requiring logon o the focal workstation using a unique user iD and
complex password or other authentication mechanisms which provide agual or greatet sscurity,
such asg biometrics or smart cards.

b. Metwork server disks. Data storad on hard disks mourited on netwark servers and mads
available through shared folders. Access to the data will be restricted to authorized users through
the usa of access control fists which will grant access only after the authorized usar has
authenticated 1o the network using a unigue user 1D and complex password or other authentication
mechanisms which provide equal or greater sequrity, such as biometrics or smart cards. Data on
disks mounted to such servers must be located in &n area whigh is accessible only to authorized
parsonngl, with aceess controfied through use of a key, card key, combination lock, ar comparable
mechanism.

¢. Optical discs {CDs or DVDs) in loca! workstation optical disc drives, Data provided by DSHS
an opfical dises which will be used in local workstation optical disc drives and which wilt not be
transportad out of a secure area. When not in use for the cantracted puspose, such dises must be
incked in a drawer, cabinet or other container fo which only authorized users have the key,
combination or mechanism required to access the contents of the container. Workstations which
access DSHS data on optical discs must be located in an area which is accessible only to
authorized parsonnel, with accass controlled through use of a key, card ksy, tombination iock, or
comparable mechanism,

d. Optical dises {CDs or DVDs) in drives or jukeboxes attached to servers. Data provided by
DSHS on optical discs which will be attachad to network servers and which will not be ranspo red
out of a secure area. Access to daia on these discs will ba restristed to authorized users through
the use of access control fists which will grant access only after the authorized user has
authenticated 10 tha network using a unigue user 1D and complex password or othar authentication
machanisms which provide squal or greater security, such as biometrics or smart cards. Data on
discs attachsd o such servers must be located in an area which is accessible only 1o authorized
personnal, with access controlied through use of a key, card key, combination lock, of comparabie
rmecharism.

g. Paper documents. Any paper racords must be protecied by storing the records in a sacure area
which is only accessibie to authorized personnel, When not in ugs, such records must ba stored in
a lnckad container, such as a file cabinet, lncking drawer, or safe, to which only athorized persons
have access.

i Access via remote erminaliworkstation over the State Governmental Network (SGN). Data
accessed and used interactively over the SGN. Accass 1o the data will be controlled by DSHS staf
who will Issug authentication credentials {e.q. a unique user iD and complex password) to
autharized cantractor staff. Contractor will notify DSHS staff immediately whenever an authorized
BBrSON i possession of such credentials is terminated or otherwige leaves the employ of the
coniractar, and whenaver a user's duties change such that the user no longer requires access to
parform work for this confract.

HepREE Via remotE terainaliwdrksTation over tha e o ree
Washington. Data accessed and used interactively over the SGN. Access 1o the dafa wiibe
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controfied by DSHS staff who will issue authentication credentials {e.g. & unigue user 1D and
compien password) o authorized contractor stalf. Contractor will notily DSHS siaff immediately
whenever an authorized person in possession of such credentials s terminated or otherwise leaves
tha employ of fhe contractor and whensver a user's duties change such that the user no longer
roquires acocess o perform work for this contract.

h. Data storage on portabls devices or media.

{1} DSHS data shall not be stored by the Contractor on portable devices or media uniess
specifically autharized within the Special Terms and Conditions of the contract, if s0
authorized, the data shall be given the following protections:

{a} Encrypt the data with a kay length of at least 128 bits

(b} Cantrol access to devices with a unigua user 1D and password or stronger authentication
mathed such as a physical foken or biometrics.

{c} Manually lock devices whenaver they are left unattended and set davices o ek
automatically after a period of inactivity, if this feature is avaliable. Maximum peariod of
inactivity is 20 minuiss.

Physically protect the portable device(s} and/or media by

id) Keeping them in locked storage when not in use

fe} Using check-in/chack-aut procedures when they ave shared, and

{fy Taking frequent inventories

(2) When being fransported ouiside of a secure area, portable devices and media with confidential

DSHS data must be under the physical control of contractor staff with authorization 10 access

the data.

{3 Portable devices inciude, but are not imited 10; handhelds/PDAs, Uitramobile PCs, flash
memory devices (0.g. USB flash drives, personal media players), portable hard disks, and
laptopmatebiook computers if those computers may be transported outside of 8 seours araa.

(4) Poriable media incudas, but is not limited to; optical media {o.g. CDs, DV0s}), magnatic media
{e.g. fioppy disks, tape, Zip or Jaz disks}), or flash media (e.g. CompactFiash, 3D, MMC).

8, Dats Segregation.

a. DSHS data must be segregated or otheraise distinguishable from non-DSHS data. This is 0
srsure that when no longer needed by the contractor, all DSHS data can be identified for return o
destruction. It also aids in datermining whether DSHS data has or may have been compromised in
the event of a security breach.

b. DSHS data will he kept on media {9.q. hard disk, optical disc, tape, ele.} which wift contain no none
DSHS data. Or,

¢, DSHS data will be stored in a logical container on electronic media, such as a partition or folder
dadicated to DSHS dafa. Or,

g, DSHS data wif be stored within a dalohase and wi
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vaiue of a specific field or fislds within database records. Or,

. When stored as physical paper documents, DSHS data will be physically segragated {rom non-
DEHS data in g drawer, foldar, or cther gontainar,

g. When it is not feasible or practical to segregate DSHS data from non-DSHS data, then bith the
DSHS data and the non-DSHE data with which B is comminglad must be pmteczad a& described in

this axhibit,

Data Disposition. When the coniractsd work has baen complated or when no longer needad,

whichever is sarlier, dafa shall be refurned o DSHS or desiroyed in accordance with DSHS IT Security
Policy. Media on which data may ba stored and agsociated acceptabia methods of destruction are as

follows:

ata stored on:

Will be desiroved by:

Sarver ar workstation hard disks

Using a *wipe® utility which will overwrite the dala at
feast thres {3) tmes using sither random or single
character data

Degaussing sufficiently to ensure that the data cannot
be reconsiructed, or

Physically destroving the disk

Paper documents with sensitive or confidential dals

Reoycling through a contracted firm provided the
corntract with the recycler assures that the
confidentiality of datz will be protected,

Paper documenis containing confidential information
requinng special handiing {e.g. protectad health

On-site shradding, pulping, or incineration

information)

Cptical discs {8.g. CDs or BVDs}

Incinaration, shredding, or completaly defacing the
rapdable surface with a course abasive

Magnetic ape

Degaussing, incinerating or srsgeut shredding

Bamovable media {8.¢. flopples, LIBE flash drives,
portabie hard disks, Zip or similar digks)

Using a "wipe” utility which will overwrite the data at
jeast three (3) timas using efther randam or singie
character data

Physically destroying the disk

Degaussing magnetic media sufficiently {0 ensure
that the data cannot be reconstruciad, or

13,

Notification of Compromise or Potential Ccmpmmésé. The compromise or potentia

| compamise

of DSHS shared data must be reported o the DSHS Contact designated on the conjract within one {1}

business day of discovery.

11, Data shared with Sub-contractors,

# DSHS data provided under this contract is 1o be shared with &

5uk}ccntrac§or the centrac% with the sut;»cuntmciﬂr st inct uée all c::f the ciata secuf%y p:‘evisians

contracior must be submitted {0 the DEHS Contact specifzed for this contract for review and approval.
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