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STATE OF WASHINGTON
DEPARTMENT OF SOCIAL AND HEALTH SERVICES

Economisc Services Administration
Operations Bupport
PO Box 45445, Olympla, WA 98504-5443

May 15, 2009
John Duncan
Nooksack Tribe
PO Box 157
Deming WA 98244
REFERENCE: DSHS Contract # 0861-38644-01

Data Share Agreement ACES & SEMS Web
Dear Contractor

Enclosed is a fully executed Contract with the Depariment of Social and Health Services,
Economic Services Adminisiration. Please retain for your permanent records.

Please Note: Both parties signed the agreement with the word “Draft” erroneously included on
the signature line. The document does reflect final terms of the agreement between the parties,
and is now in effect. If you did not intend the signed agreement to represent the final terms,
please notify Mike Mowrsy t0 arrange for a correction.
if you have any questions, please 'comacz Mike Mowrey at 360-725-4858.
Sincerely,
PR S T FeEy
CTletsars T

Melissa Mirous
Contracts Specialist

Enclosure

ces Mike Mowray
Drucilia Howan
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This Comiract Amendment s betwesn the Siate of Washingion Department of Progmm Dontract Nombar

Sorigl and Health Services ([XSHS) and the Contracior identifisd below,
Corsrantor Contract Numbay

CONTRACTOR NAME CONTRACTON doinyg businass ag {DBA)
fooksack Triba
CONTRACTOR ADDRESS WASHINGTON UNIFORM DSHE INDEX NUMBER
BUSINERS IDENTIFIER {UBD
PO Box 157 '
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 Jonn Duncan (360 6U2-5176 B3y, {360 HU2-2125 iduncan @ nooksack-vibe.org
D*m az&mwmm THON _ GEHE DIVISION _ O8HE CONTRACT CODE
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ESA
DEHG CONTAST WAME AND TITLE G5HS CONTAST ADDRESS
WMike Mowrsy PO Box 4B8ET
Frogram Administraior
Clympia, WA 985045857
GEHE CONTACT TELEPHDRE DEHS CONTALT FAX DEHE CONTACT E-MAL ADDAESE
{360 725-46858 Ext {380 413-3123 mowrsms @ dshs wa gov
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The Data Share Agreement (DEBA) #0862-39644, entered into by the DEPARTMENT OF SOCIAL AND
HEALTH SERVICES (DSHE) and THE NOOKSACK TRIBE (TRIBE), is amended as provided for below.

In the DSA, DSHS agrees to provide the Tribe a maximum of two (2} fobs for ACES access and a maximum of
two (2) fobs for SEMS access (see DSA page 4, Section 3, subsection (d) (@) @)(iH{{(A) B},

The Tribe and DSHS agree to amend this provision in the DSA as follows:

DSHS will provide a maximum of four {4) dual ACES-SEMS fobs to the Tribe. Each of the four
(4) fobs will provide access o both ACES and SEME.

ALL OTHER TERMS AND CONDITIONS OF THIG CONTRAGT REMAIN IN FULL FORCE AND EFFECT.
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DISHS Agresmeni Number

INDIAN NATION

it Soeee 0862-39644
™ PROGRAM AGREEMENT
DATA SHARE AGREEMENT
ACES & SEMS WEB

Administration or Division

This Program Agreement is by and hetween the Siate of Washington Depariment of
Agreernent Number

Social and Heatth Services (DSHS} and the Indian Nation idenfified below, and is issuad
in conjunction with an Indian Nation and DSHS Agreement Regarding General Terms

and Conditions, which is incorporated by reference. Indian Nation Agreement Number

DSHS ADMINISTRATION DSHS DIVISION DSHS INDEX NUMBER CCS CONTRACY CODE
Economic Services Administration Assistani Secretary's Office - 1313 BOODNC-62

ESA
DEHS CONTACT NAME AND TITLE DESHS CONTACT ADDRESS

Mike Mowrey
Program Admintstrator

PO Box 45857

Olymga, WA 98504-5857

DEHE CONTACT TELEPHORE

{360} 7254856 Oxt.

DSHE CONTALT FAX
{3607 413-3123

DEHS CONTACT E-MAIL

mﬁwrems@dshs,wa,gav

INDIAN NATION MAME

Noeoksack Tribe

IHDIAN NATION ADDRESS
PQ Box 157

Dieming, WA 98244~

INDIAN NATION FEDERAL EMPLOYER
IDENTIFICATION NUMBER

911487296

HNIHAN NATION CONTACT RAME

Pat Check

INDIAN NATION CONTACT TELEPHONE

{380} 592-5176 Ext:

INDIAN NATION CONTACT FAX

{360} 582-5721

INENAN NATION CONTACT E-MAIL

pcheck@nmk&ack%ribaorg

t5 FHE INDIAN NATION A SUBRECIFIENT FOR PURPOSES OF THIS PROGRAM

AGREEMENTY

Mo

CFDA NUMBERS

PROGRAM AGREEMENT START DATE

5/1/2008

PROGRAM AGREEMENT END DATE

4/30/2011

MAXIMUM PROGRAM AGREEMENT AMOUNT

No Payment

EXHIBITS. When the bax below is marked with a check {4} or an X, the following Exhibits are attached and are
incorporated into this Indian Nation Program Agreement by reference:

[T} Exhibits {specify):

By their signatures below, the parties agree 10 the terms and conditions-of this Indian Nation Prograrm Agreement and all
documents incorporated by reference. No other understandings or representations, oral or otherwise, regarding the
subject matter of this Program Agreament shall be desmed to exist or bind the parties. The parties signing below certify.
that they are authorized, as representatives of their respective governments, to sign this Program Agresment.

INDIAN NATION BIGHAT!

<

Vo Copnrrf

PRINTED MAME AND TITLE

DATE SIGHED

%71 e g?ﬁ

{haa

DSHS SIGNATURE

H »
Ly [f - I -
FTamtira, “x_s,) {-vjdfviﬁbi,i\_}?

FRINTED NAME AND TITLE

Ramaona Bushnell, Contracts Managsr
DEHS/Eoonomic Services Administration

UATE SIGNED

LgHS Centrat Contract Services
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1. Government to Government Relations
a. The Indian Nation named above and the State of Washington are sovereign governments. The
indian Nation and DSHS agrse to these Special General Terms and Conditions for the purpose of
furthering the government-to-government relationship acknowledged in the Centennial Accord and
to achieve their mutual objectives of providing efficient and beneficial services to their people.
b, Nothing in this Agreement shall be construed as a walver of tribal sovereign immunity.
2. Pefinitions
a. "ACES” means Automated Client Eligibility Systém

b. “Agreement" means this Indian Nation Data Share Agreement, mciudmg all documents attached or
incorporated by reference,

¢. “Centennial Accord” means the agreement enterad into between federally recognized tribes In
Washingtcn State and the State of Washington on August 4, 1888

d. "DSHS" means the Departrment of Social and Health Services of the State of Washington and its
administrations, divisions, programs, smployees, and authorized agents,

g. "eJAS” means wab-based JOBS Automated System.

f. “ESD" means the Employment Security Department of Washingion State.

8. "Personal Information” means information identifiable to any person. This includes but is not limited
to, information that relaies to a person's name, health, finances, education, business, use or raceipt
of governmental services or other activities, addresses, telephone numbers social security
numbers, driver icense numbers, other identifying numbers, and any financial identifiers.

h. *RCW’ means the Ravised Code of Washingion, All refe'rences in this Agresment or any Program
Agreement to RCW chapters or sections shall include any successor, amended, or replaceament
statiite,

. “Reguiation” means any federal, state, or local regulaiiaé, rule, or ordinance.

J. “BEMS” means Support Enforcement Management System,

k. “Subcontract’” means any separate agreement or confract between the Contractor and an individual
ar entity (“Subcontractor”) to perform all or a portion of the dulies and obligations that the Contractor
is obligated to perform pursuant to this contract.

I “SGN" means Statewide Governmental Network.

m. "TANF” means Temporaty Assistance to Needy Familias.

r. “Tribe” means the entity performing services pursuant fo this Indian Nation Program Agreement,
This includes the Tribe's officers, directors, trustess, employees and/or agents uniess otherwise
stated in this Indian Nation Program Agreement. For purposss of this indian Nation Program
Agreement, the Tribe is not considerad an employee or agent of DBHE.

0. "WAC" means Washington Administrative Code,

3, Statement of Work

DEHE Contrad Contract Sarvines
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a. Programs Recelving and Providing Data

{1} The Nooksack Tribe herein referred to as the “Tribe”, is the data recipient; contact infolrmation-is
listed on page number one under Indian Nation Name,

{27 DSHS is the data provider; contact information is listed on page number one under DSHS
Administration. ' :

B, Purpose

{1} DSHS shall provide the Tribe with Automated Client Eligibility System (ACES) & Support
Enforcement Management System (SEMS) in read-only web based secured access.

(a) The access to ACES and SEMS, for TANF and Child Bupport program purpases, will assist
the Tribe in administering their Tribal TANF and Child Support Programs.

c. Description of the Data
{1) SEMS Dats
{a} Designated staff of the Tribe shall have limited read--only web based secured access to
SEMS cases where the Tribe is coded on the SEMS case. DSHS will provide the Tribe's
staff with electronic inquiry only access to Child Support information for verification of child
support cases, family relationships, and financial history. :
{2) ACES Data

{a} Designated staff of the Tribe shall have limited read-only wab based  secured access to
ACES.

{b} Until the Triba has their own access to ACES, specific hard copy data outlined balow shall
be provided io transfer cases from the state to the Tribe. Once the Tribe hag access o
ACES, DEHS will only provide item () below. ACES and eJAS information on tribal clients
and their case inforrmation shall be provided in hard copy form and is limited 1o the following:
i Al number, Clent ID number for each client in the AU, and the names of the clients.
fi.  Demographic information {copy of the .most recent application or Eligibility Review).
Hi.  Income and resourcss,

iv. Ngtive American status (as declared by the household).

v. Reigtionship of household members 10 the Native American member(s).
vi.  Cltizenship.

vit.  Place of residence (if different from mailing address).

vil.  Gsographic Service Arsa.

ix. Pregnancy / due date.

X, ldentification and social sscurity number, '

% Absent Parerd information.

. [BHE Centrat Contract Senvices
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xii.  Number of months the family has already received state or Tribal TANF and the
number of months the family resided on an Indian Reservation while receiving TANF, if
knowrn;

xiii.  Status of 60-month extension {if applicable).

xiv. JAB components. [eJAS] |

xv, Employment and training activities.jeJAS]

vl Current individual Responsibility Plan (IRP). [2JAS]

xvit. Support service history. [8JAS]

(3) The State of Washington, Employment Security Department (ESD) provides DSHS with
confidential benefit and wage employment data collected through the Unemployment
Compensation {UC) program, which is accessed through ACES and SEMS.

d. Access to Dala

{1} Unique user identification numbers and passwords obtained from DSHS are required in order
for the authorized tribal staff to log on to ACES and SEMS.

{Z} The Tribe will need to submit the IP numbers of the workstations that willi naed to access ACES
and SEMS.

{3) ACES/SEMS - Method of Access / Transfer
{&} Connection o ACES and SEMS will ocour in one of the following two ways, aither:
{. Through a workstation attached {0 the intergovernmentsl network (IGN), or
. DSHS will grant data access to ACES and SEMS for designated staff through a Virtual
Private Network (VPN) connection provided by the Depariment of Information Systems
(DIS), which uses fobs as a secondary factor of authentication, in addition to user
identification and password,
{A) DSHS will provide a maximum of two fobs for ACES access.
{8} DSHE wall provide a maximum of two fobs for SEMS access.
(b)Y ACES, eJAS and client file data will be printed by DSHS staff and sent io the Tribal TANF
Program, in bard copy form only, upon request during transfer of cases to the Tribal TANF
program.

1. The data {hard copy} will be transferred from ESA to the Tribe and from the Tribe to ESA
through the United States Postal Service (USPS) with tracking and delivery confirmation,

i, f faxed, the receiving fax machine must be located so that it is only accessibie by Tribal
stafl with authorized access to the data.

{c} The Tribe shall ensure that wage and UC from the ESD s acceésed as follows:
. Tribal TANF Program or contracted staff through ACES
. Tribal Child Support Program or contracted staff through SEMS

DEME Cantral Contract Bervices
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&, Fersons Maving Access o Data

f.

{1) The Tribe shall ensure that Tribal TANF and/or Child Support Employses or contracted staff
persons have access to ACES and SEMS records only when necessary to fulfill the TANF or
Child Support requirements of thelr program.

{a) The Tribe shall assign a person as a security monitor as a point of contact for ACES and
SEMES,

i. The security monitor will:

{A) Route ACES access requests through the ESA information Technology Division
Central Support Help Desk,

{B) Roule SEMS access requests through the DCS Program Manager.

(C) Notify the ESA Information Technology Division Central Support Help Desk
immediately when staff that have access {0 ACES are terminated from employment.

(D} Notify the DCS Program Manager immediately when staff that have access o SEMS
are terminated from employment,

i. The Tribe shall be responsible for the client caseload and case management,
employment and social services of the clients whose case information has been
transferred to them in accordance with this agreement. -

Fraguency of the Dala Exchange

{1} The exchange of data is accomplished through on-line transactions that may ocour whenever
the application is availabie,

Security of Data

{1} The Tribe must provide security measures required by DSHS {and all applicable laws} needed
to keep the information confidential and limit access only to authorized information.

{2} Reasonable precautions shall be taken to secure against unauthorized physical and electronic
access to data, which shall be protected in a manner that prevents unauthorized persons,
including the gensaral public, from retrieving Data by means of computer, remote terminal, or
other means,

{3} Notification of unauthorized disclosure
{a) The Tz’iﬁe shall notify the Economic Services Administration (ESA) within one {1) business

day if the Tribe discovers any unauthorized disclosure of ACES or SEMS information.
Notification to ESA shall be done by sending an email to dalgbreach@dans wa.gow

{41 Disks and/or documents gensrated in printed form from the electronic file shall be returmned o
DSHE or destroved by shredding or pulping when no longer needed so unauthorized individuals
cannot access cliant information.

{a} Daia destroyed shall include all copies of any data sets in possession after the data has
been used for the purpose specified hersin or within 3¢ days of the date of termination, and
cartify such destruction 1o DSHS.

{b} DBHE shall be responsible for destroying the retumed documents 10 ensure confidentiality .is
maintained,

0SS Central Contract Services
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{5} Data may not be saved {o a local workstation, server, or any device connected to a workstation
or server by any means, including copy and pasting the data o a locally stored documant.

{6) DEHS data must be segregated to facllitate protecting it and identifying it for destruction when
appropriate,

{a} When not in use, hard copies of the data shall be storad in a locked cabinet or other secure
focation to which only authorized users have access.

{7) The Tribe shall protect information according to State, Federal and Tribal laws inciuding the
following, incorporated by reference:

(a } ROW 74.04.060 Records, Confidential ~ Exception - Penalty
{by RCW 42,56.230 Personal Information

{c) RCOW 28.23.120 Information & Records — Confidentiality — Disclosure — Adjudicative
Proceading — Rules — Penalties

() 45 CFR 3071 3 Security & Confidentiality for Computerized Support Enforcement Systems
in Operation After October 1, 1897,

{e} 20 CFR 803 Federal-State Unemployment Compensation {UC) Program; Confidentiality &
Disclosure of State UC information

{f) 42 USC 654(26) Safeguarding Confidential Information
b, Confidentiality and Nondisclosure
{1} The information to be shared under this Agreement is confidential in nature and is subjest fo
State, Federal and Tribal confidentiality reguirements. The Tribe shall maintain the

confidentiality of client information in accordance with State, Federal, and Tribal laws.

{2} The Tribe shall have adequate policies and procedures in place to ensure compliance with
confidentialily requirements,

{3) The Tribe, its employees and contracted staff may use confidential information or data gained
by reason of this Agreement only for the purpeses of this Agreement,

{4} The Tribe shall not disclose, transfer, or sef any information as described in this agreement fo
any party in whole or in part, or to any Individual or agenoy not specifically authorized by this
agresment except as provided by law.

{5} All confidential information DESHS receives from the Tribe under this Agreement will be kept
confidential by DSHS emplovees as required by State, Federal and Tribal laws.

{B) The Tribe must obtain written consent in advances, as appropriate, on forms that meet DSHS
standards, before accessing client information housed in ACES or SEMS.

{71 Notice of Nondisclosura

{a) ACES: The Tribe must ensure each employes or contracted staff person with ACES access
signs the following nondisclosure forms provided by DSHS prior to DSHE granting acoess;

(A} Washingion State Department of Social and Health Services Notice of
Nondisclosure: The Tribe shall retain a signed copy of the form on file for monitoring
PUTDOSES.

BHE Centrad Contract Services
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{B) Washington State Emplovment Security Department Notice of Nondisclosure: The
Tribe shall submit the signed original copy of the form to the ESA Siate Tribal

Relagtions Urit, Tribal Relations Program Administrator - TANF.
{b} SEMSG: The Tribe must ensure that each employee or contracted staff person with SEMS
access accepts the Federal and State data access requirements listed in the SEMS,
Confidentiality Statement ~ Tribal Empioyee, prior to DSHS granting access.

(8} After being granted access each employee or contracted staff person will be required to
annually review and accept the SEMS Confidentiality Statement — Tribal Employee.

4. Disputes

a. [Disputes shall be resolved in accordance with the current DSHS and indian Nation Agresment on
General Terms and Conditions between the Tribe and DSHS.

8, Termination

a. Termination of this Agreement shall be in accordance with the current DSHS and Indian Nation
Agreement on General Terms and Conditions hetween the Tribe and DSHS.

APPROVED AS TO FORM BY THE OFFICE OF THE ATTORNEY GENERAL
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