Exhibit F — Sample Contract
RFQ 1436-522

SAMPLE DSHS Contract Number:

inmssns. | PERSONAL SERVICE CONTRACT

'ﬂ \- Department of Social . . . .

1 & Health Services DDDS Consultative Medical Examinations
Transforming lives Otolaryngology/Audiology/Pediatric/Vision

Resulting From Procurement Number:

This Contract is between the state of Washington Department of Social Program Contract Number:

and Health Services (DSHS) and the Contractor identified below, and is Contractor ct Number:

governed by chapter 39.29 RCW.

CONTRACTOR NAME CONTRACTOR doing busi

CONTRACTOR ADDRESS WASHINGTON UNIF X NUMBER
BUSINESS IDENTIFIE

CONTRACTOR CONTACT CONTRACTOR TELEPHONE CONTRACTOR FAX

DSHS ADMINISTRATION DSHS DIVISION

DSHS CONTACT NAME AND TITLE DSHS CONTAC

DSHS CONTACT TELEPHONE TACT E-MAIL ADDRESS

IS THE CONTRACTOR A SUBRECIPIENT FOR PURPOS CFDA NUMBER(S)

CONTRACT START DATE CONTRACT MAXIMUM AMOUNT

EXHIBITS. The following Exhibits
X] Data Security: Exhibit A - Dat
[ ] Exhibits (specify):

[] No Exhibits.

to this Contract by reference:

The terms and conditions of this Contract are an integration and representation of the final, entire and exclusive
understanding between the parties superseding and merging all previous agreements, writings, and communications, oral
or otherwise, regarding the subject matter of this Contract. The parties signing below represent that they have read and
understand this Contract, and have the authority to execute this Contract. This Contract shall be binding on DSHS only
upon signature by DSHS.

CONTRACTOR S INTED NAME AND TITLE DATE SIGNED
IGN SAMPLE - DO NOT SIGN
PRINTED NAME AND TITLE DATE SIGNED

N SAMPLE - DO NOT SIGN
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DSHS General Terms and Conditions

1. Definitions. The words and phrases listed below, as used in this Contract, shall each have the
following definitions:

a. “Central Contract Services” means the DSHS central headquarters contracting office, or successor
section or office.

b. “Confidential Information” or “Data” means information that is exempt from
or other unauthorized persons under RCW 42.56 or other federal or stat
Information includes, but is not limited to, Personal Information.

isclosure to the public
. Confidential

c. “Contract’ or “Agreement” means the entire written agreement be
including any Exhibits, documents, or materials incorporated by r
this contract in multiple counterparts, each of which is deemed an o
constitute only one agreement. E-mail or Facsimile transmission of a s
shall be the same as delivery of an original.

ies may execute
of which

d. “Contracts Administrator” means the manager, or succ
successor section or office.

includes the Contractor’s owners, memh [ ployees, and/or agents,
unless otherwise stated in this Contract® bcontract, “Contractor”
includes any Subcontractor and it S f ficers, directors, partners, employees,

ent” means an agreement between the Contractor and DSHS containing special
ditions, including a statement of work to be performed by the Contractor and payment
to be made by DSHS.

. “RCW” means the Revised Code of Washington. All references in this Contract to RCW chapters or
sections shall include any successor, amended, or replacement statute. Pertinent RCW chapters
can be accessed at http://apps.leg.wa.gov/rcw/.
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DSHS General Terms and Conditions

m. “Regulation” means any federal, state, or local regulation, rule, or ordinance.

n. “Secured Area” means an area to which only authorized representatives of the entity possessing
the Confidential Information have access. Secured Areas may include buildings, rooms or locked
storage containers (such as a filing cabinet) within a room, as long as access to the Confidential
Information is not available to unauthorized personnel.

0. “Subcontract” means any separate agreement or contract between the C ctor and an individual
or entity (“Subcontractor”) to perform all or a portion of the duties and ions that the Contractor
is obligated to perform pursuant to this Contract.

Confidential Information to the authorized and intended recipient, an
confirmation of delivery from the authorized and intended recipient of

g. “Trusted Systems” include only the following method hysical delivery: ery by a
person authorized to have access to the Confidential | ation with written dgement of
receipt; (2) United States Postal Service (“USP ' services that
include Tracking, such as Certified Mail, Exp, mmercial delivery

Washington State Campus mail syste )
Governmental Network (SGN) is a Tru i ithin that Network.

r. “WAC” means the Washington As [ iV Il references in this Contract to WAC
chapters or sections shall include knended, or replacement regulation. Pertinent
WAC chapters or sections can be [ Dps.leg.wa.gov/wac/.

2. Amendment. This Contr ifi amendment signed by both parties. Only
personnel authorized to b ign an amendment.

or authorized services provided in accordance with this

claims for payment for services submitted more than twelve (12) months
in which the services were performed.

Il not bill and DSHS shall not pay for services performed under this Contract, if
charged or will charge another agency of the state of Washington or any other

5. Compliance with Applicable Law. At all times during the term of this Contract, the Contractor shall
comply with all applicable federal, state, and local laws and regulations, including but not limited to,
nondiscrimination laws and regulations.
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DSHS General Terms and Conditions

6. Confidentiality.
a. The Contractor shall not use, publish, transfer, sell or otherwise disclose any Confidential
Information gained by reason of this Contract for any purpose that is not directly connected with
Contractor’s performance of the services contemplated hereunder, except:

(1) as provided by law; or,

(2) in the case of Personal Information, with the prior written consent person or personal
representative of the person who is the subject of the Personal | i

b. The Contractor shall protect and maintain all Confidential Informa i son of this
Contract against unauthorized use, access, disclosure, modification duty requiges the
Contractor to employ reasonable security measures, which include res
Confidential Information by:

(1) Allowing access only to staff that have an authoriz
Confidential Information.

(2) Physically Securing any computers, dgg ' he Confidential
Information.

(a) Verifying the recipient pho ent accidental transmittal of Confidential
Information to unauthorize

(b) Communicati i ransmission to ensure that the fax will be
received only

containing Confidential Information, outside a
e following as appropriate:

ail and/or email attachments which contain the Confidential Information.
bnfidential Information when it is stored on portable devices or media,

SHS Data Security Requirements Exhibit is attached to this contract, this
, iIs superseded by the language contained in the Exhibit.

(5) Send paper documents containing Confidential Information via a Trusted System.

(6) Following the requirements of the DSHS Data Security Requirements Exhibit, if attached to this
contract.
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DSHS General Terms and Conditions

c. Upon request by DSHS, at the end of the Contract term, or when no longer needed, Confidential
Information shall be returned to DSHS or Contractor shall certify in writing that they employed a
DSHS approved method to destroy the information. Contractor may obtain information regarding
approved destruction methods from the DSHS contact identified on the cover page of this Contract.

d. Paper documents with Confidential Information may be recycled through a contracted firm, provided
the contract with the recycler specifies that the confidentiality of information will be protected, and
the information destroyed through the recycling process. Paper docume ntaining Confidential
Information requiring special handling (e.g. protected health informatig, st be destroyed on-site
through shredding, pulping, or incineration.

7. Debarment Certification. The Contractor, by signature to : ifi ontractor is
not presently debarred, suspended, proposed for dehba ntarily excluded
il The Contractor also

Debarred. DSHS may immediately termina®
Contractor becomes Debarred during

8. Governing Law and Venue. This Co @BRstrued and interpreted in accordance with the
laws of the state of Washington and th &etion brought hereunder shall be in Superior
Court for Thurston County.

by this Contract. The Contra
not employees or agents of th

s or agents performing under this Contract are
Contractor, his or her employees, or agents
f/herself out as, nor claim to be, an officer or

10. jon. ost, prowde DSHS and the Office of the State Audltor with

d evaluate the Contractor’s performance and compliance with applicable
2 Contract terms. These inspection rights shall survive for six (6) years
ination or expiration.

11. rds. The Contractor shall maintain records relating to this Contract and the
ractices, which sufficiently and properly reflect all direct and indirect costs of any

nature expended in the performance of this Contract. All records and other material relevant to this
Contract shall be retained for six (6) years after expiration or termination of this Contract.

Without agreeing that litigation or claims are legally authorized, if any litigation, claim, or audit is started
before the expiration of the six (6) year period, the records shall be retained until all litigation, claims, or
audit findings involving the records have been resolved.
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12.

13.

14.

15.

DSHS General Terms and Conditions

Order of Precedence. In the event of any inconsistency or conflict between the General Terms and
Conditions and the Special Terms and Conditions of this Contract or any Program Agreement, the
inconsistency or conflict shall be resolved by giving precedence to these General Terms and
Conditions. Terms or conditions that are more restrictive, specific, or particular than those contained in
the General Terms and Conditions shall not be construed as being inconsistent or in conflict.

Severability. If any term or condition of this Contract is held invalid by any coutt, the remainder of the
Contract remains valid and in full force and effect.

Survivability. The terms and conditions contained in this Contract or a
by their sense and context, are intended to survive the expiration or
agreement shall survive. Surviving terms include, but are not limited
Confidentiality, Disputes; Indemnification and Hold Harmless, Inspectio
Notice of Overpayment, Ownership of Material, Termination for Default, T€
Treatment of Property.

gram Agreement which,

Contract Renegotiation, Suspension, or Termination

If the funds DSHS relied upon to establish this Cg withdrawn, reduced
or limited, or if additional or modified conditiongsepe i e effective date of

b. DSHS’s discretion, DSHS may giv
determines that there is reasonable i f ding insufficiency may be resolved in a

ance, each party will inform the other of any
otential for resumption of performance.

n the receipt of this notice, Contractor will provide written
hether it can resume performance and, if so, the date of

suspension.
Contract f

SHS shall be liable only for payment in accordance with the terms of this
rvices rendered prior to the retroactive date of termination.

ediately terminate this Contract by providing written notice to the Contractor. The
termination shall be effective on the date specified in the termination notice. DSHS shall be liable
only for payment in accordance with the terms of this Contract for services rendered prior to the
effective date of termination. No penalty shall accrue to DSHS in the event the termination option in
this section is exercised.
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DSHS General Terms and Conditions

16. Waiver. Waiver of any breach or default on any occasion shall not be deemed to be a waiver of any
subsequent breach or default. Any waiver shall not be construed to be a modification of the terms and
conditions of this Contract. Only the DSHS Contracts Administrator or designee has the authority to
waive any term or condition of this Contract on behalf of DSHS.

Additional General Terms and Conditions — Personal Service Contracts:

17. Advance Payment. DSHS shall not make any payments in advance or anticj
services to be provided pursuant to this Contract.

jon of the delivery of

18. Construction. The language in this Contract shall be interpreted as ' j nd not strictly
for or against any party. Any rule of construction to the effect that a i
against the drafting party shall not apply in interpreting this Contract.

19. Indemnification and Hold Harmless
a. The Contractor shall be responsible for and shall inde : rmless from
any and all claims, costs, charges, penalties, dema 7 judgments, or

Contractor or any Subcontractor.

b. The Contractor’s duty to indemnif 1 S harmlessYrom any and all claims,
costs, charges, penalties, dema
DSHS'’ personnel-related costs, r \/’s fees, court costs, and all related expenses.

20. Industrial InsU@ . shall comply with the provisions of Title 51 RCW,
Industrial InsuraNe& 5 to provide industrial insurance coverage or fails to pay
premiums or penajii ' yees, as may be required by law, Agency may collect from
the Contractor the p the Industrial Insurance accident fund. The Agency may

ctor to the accident fund from the amount payable to the

under this contract, and transmit the deducted amount to the Department of
Division of Insurance Services. This provision does not waive any of L&l’s

21. . If the Contractor receives a vendor overpayment notice or a letter

a. Be received by the Office of Financial Recovery (OFR) at Post Office Box 9501, Olympia,
Washington 98507-9501, within twenty-eight (28) calendar days of service of the notice;

b. Be sent by certified mail (return receipt) or other manner that proves OFR received the request;
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22.

23.

24,

25.

26.

DSHS General Terms and Conditions

c. Include a statement as to why the Contractor thinks the notice is incorrect; and
d. Include a copy of the overpayment notice.
Timely and complete requests will be scheduled for a formal hearing by the Office of Administrative

Hearings. The Contractor may be offered a pre-hearing or alternative dispute resolution conference in
an attempt to resolve the overpayment dispute prior to the hearing.

Failure to provide OFR with a written request for a hearing within twenty-ej
vendor overpayment notice or other overpayment letter will result in an
Contractor. DSHS may charge the Contractor interest and any costs
this overpayment. DSHS may collect an overpayment debt through eizure and sale

of the Contractor’s real or personal property; order to withhold and deliv er collectign action
available to DSHS to satisfy the overpayment debt.

8) days of service of a
ayment debt against the

DES Filing Requirement. Under RCW 39.26, sole sour.
with the State of Washington Department of Enterprise Se
must be filed, it shall not be effective nor shall work

or shall not Subcontract
~contractor is responsible to
ations set forth in this Contract are included in
Subcontractors to perform the obligations of
Rligations hereunder or diminish DSHS’ rights

Subcontracting. Except as otherwise pro¥
any of the contracted services withou

any and all Subcontracts. Any failure
this Contract shall not discharge the C
or remedies available under this Contra

Termination or Expiration Procedure. The following terms and conditions apply upon Contract
termination or expiration:

a. The Contractor shall cease to perform any services required by this Contract as of the effective date
of termination or expiration.
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DSHS General Terms and Conditions

b. If the Contract is terminated, the Contractor shall comply with all instructions contained in the
termination notice.

c. The Contractor shall immediately deliver to the DSHS contact named on page one of this Contract,
or to his or her successor, all DSHS property in the Contractor’s possession. The Contractor grants
DSHS the right to enter upon the Contractor’s premises for the sole purpose of recovering any
DSHS property that the Contractor fails to return within ten (10) calendar days of the effective date

transportation.

d. DSHS shall be liable only for payment required under the terms o
rendered up to the effective date of termination or expiration.

incidental damages.

27. Treatment of Property. All property purcft
this Contract term shall remain with DGHS.
Contractor for which the Contractor i [
pass to and vest in DSHS. The Cont
possession against loss or damage an
or expiration.

Eement by DSHS under this Contract shall
maintain, and insure all DSHS property in its
S property to DSHS upon Contract termination

28. Taxes
a. Where required by statute ractor shall pay for and maintain in current status all
taxes that S nce. DSHS will pay sales or use taxes, if any,
imposed o Is acqulred hereunder. Contractor must pay all other taxes
including wit Business and Occupation Tax, other taxes based on
Contractor’s i iptsWOr personal property taxes levied or assessed on

S, as an agency of Washington State government, is exempt

of all taxes due on payments made under this Contract in accordance with
° 82 RCW and Title 458 WAC. Out-of-state Contractors must contact the
enue to determine whether they meet criteria to register and establish an
epartment of Revenue. Refer to WAC 458-20-101 (Tax registration and tax

ontractors are not required to collect and remit sales tax, DSHS shall be responsible
for paying use tax, if applicable, directly to the Department of Revenue.

c. All payments accrued on account of payroll taxes, unemployment contributions, any other taxes,
insurance, or other expenses for Contractor or Contractor’s staff shall be Contractor’s sole
responsibility.
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Special Terms and Conditions

Definitions Specific to Special Terms. The words and phrases listed below, as used in this Contract,
shall each have the following definitions:

a. “Abuse and Neglect of Client” means mental or physical injury including, but not limited to, sexual
abuse, abandonment, financial exploitation, negligent treatment or maltreatment of a client by any
person under circumstances, which indicate that the client’s health, welfare or safety is likely to be
harmed.

b. “Activities of Daily Living” or “ADLs” means the things we normally do in daily Jiving, including any
daily activity we perform for self-care (e.g. feeding ourselves, bathing, dresg#@grooming), work,
homemaking, and leisure.

c. “Basic Comprehensive Audiometry Evaluation” means a face-to-fa
performed to assess for hearing loss, with and without sound ampilifi

d. “CE Report” means Consultative Examination Report.

e. “Current Procedural Terminology” or “CPT” means a s

Services Administration (ESA) of t i lal and Health Services (DSHS).

h. “DDDS Client” means a person, who
Disability Insurance and/or Supplemen
Grant Medical Assistan

ability benefits under Social Security
les and regulations, or DSHS Non-
orized specific services.

i. “DSHS Non-Grant Medica
assistance program.

of Washington supported medical

iciency)” means being of limited ability or inability to speak, read, or write
well enough to understand and communicate effectively, or being deaf, deaf-

ing.

Evaluation” means a face-to-face physical examination performed to assess for
current physical functioning under accepted medical practices. Specific examining procedures and
observations for all otolaryngologic conditions should address the specific alleged impairments.

n. “Pediatric Evaluation” means a face-to-face physical examination performed to assess for current
age appropriate level of functioning under accepted medical practices. Specific examining
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Special Terms and Conditions
procedures and observations for all conditions should address the specific alleged impairments.

0. “Vision Evaluation” means a face-to-face physical examination performed to assess for current
physical functioning under accepted medical practices. Specific examining procedures and
observations for all visual conditions should address the specific alleged impairments.

2. Purpose. The purpose of this Contract is to provide diagnostic examinations for DDDS clients who
apply for the Social Security Disability Insurance, Supplemental Security Income, and/or DSHS Non-
Grant Medical Assistance program.

3. Previous Personal Service Contract Superseded. In the event any previ ontract between the

state in which the Contractor is providing services. During
shall require that all such individuals do not have, and shall r
placed on accreditation, certification, license or regist/aii@s

rm of this Contrac
W without, restrictio

a.

b. Credential Veri
participate in co [ xamination meet all appropriate:

rom an accredited medical school receiving a degree as an MD, DO, or OD, or the
necessary degree with emphasis in audiology (AUD);

b. Be licensed to practice medicine or audiology in the State of Washington or in the state where the
services shall be provided;
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Special Terms and Conditions

c. Have received at least two (2) years of post-medical graduate school training or experience in the
appropriate medical specialty for this examination; and

d. Have no licensure sanctions or pending sanctions.
6. Referrals.

a. DDDS staff shall request services from the Contractor on an as-needed basis. DDDS is not
obligated under this Contract to authorize services from the Contractor.

b. All services provided by the Contractor under the terms of this Contract
approved, written authorization by DDDS staff in accordance with the
program specifications.

e through pre-
Security Administration

7. Cultural Appropriateness. All services provided by the Contractor under this Contrgct
shall be provided in a manner that is culturally appropriate for the DDDS or L

client’s family.

(1) Perform a face-to-face Diagnostic Inte [ e CE Report of the
referred DDDS client to establis iog

ase the exd ; content on the requirements found in the valuation
3) B th 1 tent th ts f d in the CE Evaluat
ty Examinations Section. The final authority as to the

es sufficient evidence to support an adequate basis for a decision regarding
impairment;

iii. Is internally consistent; and

iv. Is consistent with other information provided.
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Special Terms and Conditions

(4) Prepare and submit a narrative CE Report of the referred DDDS client to DDDS within fourteen
(14) calendar days of the examination, utilizing electronic transmission via Fax or the Social
Security Administration (SSA) Secure Website, http://eme.ssa.gov. Payment will not be made
until the CE Report is received and approved by DDDS as meeting all reporting requirements.

b. CE Report Requirements. The Contractor shall:

(1) Prepare all CE reports in a manner that will meet all requirements for medical documentation of
the Social Security disability program. The final authority as to the adequgcy of CE reports will
be the DDDS Professional Relations Section and Chief Medical Consul

(2) Provide the DDDS client’'s name, case number, and date of exami on the figst page of the

(3) Provide CE reports that have been personally reviewed and signe
certified health professional who performed the examination. DDDS

annotated “not proofed” or “dictated but not read.”
typed at the end of the report. Submitting reports via
and sign” feature provides an acceptable elecizamis si

(4) Maintain information concerning individ [ [ ard all information
in electronic format or hard copy. The ‘ [ i ation concerning any

examination done under this co i be forwarded to the DDDS Professional
Relations Department for proce

e Contractor to provide a complete
intervals of at least forty (40) minutes for
Il others (AUD), or in accordance with

(1) Schedule all appoi
examination and ad

(2) Schedule 3
special circ

(20) and thirty (30) days from the day of the referral. In
sooner than 10 days may be requested and agreed

tments directly with DDDS clients. DDDS must approve all rescheduled
ue new Examination Authorizations (L9CEVCHR).

sistent with sound and accepted medical practice when the evidence shows a

ition that is legally reportable, or which could be injurious to the health and safety
of the DDDS client or others, or when the DDDS client has made a threat against himself/herself
or to others. The Contractor shall immediately report to DDDS by telephone any emergency
treatment or information provided to the DDDS client and specify such in the written report to
DDDS. The Contractor shall submit the written report to DDDS within 24 hours of the
occurrence;
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10.

Special Terms and Conditions

(3) Have the right to refuse to examine a DDDS client who is intoxicated, threatening, belligerent, or
whom the Contractor determines cannot be examined. The Contractor shall immediately report
to DDDS by telephone any refused examination and specify such in a written report of the
incident. The Contractor shall submit the written report to DDDS within 24 hours of the
occurrence;

(4) Re-examine a DDDS client, without charge to DDDS, when DDDS determines that the initial
examination is incomplete or inconsistent;

to whether the
y the Social Security

(5) Not make direct comment to the DDDS client or make any other indicatj
DDDS client is disabled or has a significant medical condition as defj
Administration regulations. The determination regarding dlsablllty
benefits is under the purview of the DDDS and the Social Securg

(6) Identify the DDDS client by a picture ID, if available, and include a
DDDS client in the report.

(7) Be available by telephone during the Contractor’s n
requires clarification or additional information regardln . hall also
provide a written response to be made part of the
discussion or request by DDDS.

CE Evaluation and Report Requirements — e choice of

subcodes of specialty examinations:
3713SS Otolaryngology Specialty S

3720SS Audiology Specialty Subcode

a. Ensure that exa C nd the Social Security disability program and are familiar
‘ evaluating disability in DDDS clients under the Social

d. Assign a liaison to coordinate activities, resolve day-to-day problems, and answer questions from
the DDDS staff.
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Special Terms and Conditions
11. Billing.

a. Invoice System. The Contractor shall, within fourteen (14) calendar days of the examination and at
the same time CE reports for each DDDS client are submitted, submit the appropriate invoice
associated with the authorized date and time of the evaluation using the Examination Authorization
(Form LOCEVCHR). Consideration for services rendered shall be payable upon receipt of properly
completed invoices and upon verification, review and approval of the invoice and evaluation report.

b. No-Show Fee. The Contractor shall be entitled to receive an Administrative
exceed fifty dollars ($50.00), for DDDS clients’ missed appointments or for
DDDS cancels with less than forty-eight (48) hours notice. The Contrac
appointment missed (failed) if the DDDS client is more than fifteen (1 llowing the
appointed time. The Contractor shall request reimbursement using
documented with “no show” or “late cancellation.”

-Show Fee, not to

12. Payment.

a. The Contractor agrees to accept DDDS payment as th services
provided under this Contract and shall not charge DDDS
including but not limited to governmental sources (g8

rendered.
b. DDDS shall apply the Fee Schedule for t actor provides
services in determining the amount of eac In accordance with this

Contract. The Washington State D
Medical Services at the following wi
services/disability-determination-ser

dshs.wa.gov/esa/disability-determination-
ider-information. DDDS reserves the right to

c. DDDS shall not authori
received by the DDDS.
required under this Contra

tatioWror services rendered (CE Report) is
ayment to the Contractor if the CE Report

d. DDDS shall cO g i ade within thirty (30) days after receipt. All CE reports and
invoices are sufl | by DDDS staff prior to payment. Payment shall be sent
to the address dogiy Irs e of this Contract.

YS staff, travel to a pre-approved location or home visit, shall be
a rate published in the Schedule of Maximum Allowances for Medical

Contractor only for properly authorized and delivered services. If DDDS
or services authorized but not provided by the Contractor in accordance with

uthorized and provided through the date of termination.

g. DDDS shall reimburse the Contractor for the delivered services if invoices are received by the
DDDS no later than one year from the date of the examination.
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Special Terms and Conditions
13. Complaints.

a. DDDS shall review all complaints against the Contractor including those against the quality of an
examination. DDDS shall acknowledge, evaluate, and respond in writing to all formal written
complaints.

b. When notified of a formal written complaint, the Contractor shall respond to the DDDS in writing
addressing each complaint. In the event the Contractor receives a complaint directly, the
Contractor shall notify the DDDS of the complaint and resolution in writing. TRe DDDS shall take
appropriate actions.

14. Consideration.

a. Maximum Contract Amount. Total consideration payable to Contrac
of the work under this Contract shall be based on completion of work,

15. Disputes.
a. Request. Either party to the Contra t dispute resolution. (Rates set by law,

regulation or DSHS policy are not . est for contract dispute resolution by either
party shall be:

Operations Support Division/Contracts Unit within thirty (30) calendar
t expiration or termination or after the party could reasonably be expected

equests dispute resolution, the Contractor must identify in writing the
the Contractor, if other than the Contractor’s signatory.

rty requesting a dispute resolution shall submit a statement that:

(1) Identifies the issue(s) in dispute;

(2) Identifies the relative positions of the parties; and
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Special Terms and Conditions
(3) Requests resolution through the current ESA process.
c. Action on the Request.

(1) ESA shall notify the non-requesting party of the request, notify both parties of the dispute
resolution process to be followed, and manage the process to its conclusion.

(2) The Contractor shall provide pertinent information as requested by the person ESA assigns to
resolve the dispute.

d. Contractor and DSHS agree that, the existence of a dispute notwithstandi ey will continue,
without delay, to carry out all their respective responsibilities under thi ement that are not
affected by the dispute.

16. Insurance. The Contractor shall at all times comply with the following ins

a. General Liability Insurance

Washington, Department of Social ' S), its elected and appointed officials,
agents, and employees of the statef ;

but only if attached to i [ i ected the policy shall be maintained for
the life of the contract:

Supplemental Liability Insura ' rage for bodily injury and property damage that will
cover the cong rmed with the following minimum limits: Each
Occurrence - : $2,000,000. The State of Washington, Department

eneral Aggregate - $2,000,000. The State of Washington, Department
rvices (DSHS), its elected and appointed officials, agents, and employees of
med as additional insured’s.

the state, shall b
or

Premises Liability Insurance and provide services only at their recognized place of business,
including coverage for bodily injury, property damage with the following minimum limits: Each
Occurrence - $1,000,000; General Aggregate - $2,000,000. The State of Washington, Department
of Social & Health Services (DSHS), its elected and appointed officials, agents, and employees of
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Special Terms and Conditions
the state, shall be named as additional insured'’s.
b. Worker's Compensation
The Contractor shall comply with all applicable Worker's Compensation, occupational disease, and
occupational health and safety laws and regulations. The State of Washington and DSHS shall not

be held responsible for claims filed for Worker's Compensation under RCW 51 by the Contractor or
its employees under such laws and regulations.

c. Employees and Volunteers

Insurance required of the Contractor under the Contract shall include
omissions of the Contractor’s employees and volunteers. In additio,
that all employees and volunteers who use vehicles to transport clie
personal automobile insurance and current driver’s licenses.

age for the acts and

d. Subcontractors

The Contractor shall ensure that all subcontractors have
types and limits of coverage as required of the Caog

e. Professional Liability Insurance (PL)
The Contractor shall maintain Professionad issions insurance,
including coverage for losses cause ' llowing minimum limits:
Each Occurrence - $1,000,000; Ag

f. Separation of Insured’s

All insurance policies s

Insured’s” provision.

g. Insurers

rvices as the Certificate Holder. A duly authorized representative of each
pliance with the insurance requirements specified in this Contract, shall
icate of Insurance.

and Health
insurer, showing

The Contractor shall maintain copies of Certificates of Insurance, policies, and additional insured
endorsements for each subcontractor as evidence that each subcontractor maintains insurance as
required by the Contract.
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Special Terms and Conditions

i. Material Changes

The insurer shall give the DSHS point of contact listed on page one of this Contract 45 days
advance written notice of cancellation or non-renewal. If cancellation is due to non-payment of
premium, the insurer shall give DSHS 10 days advance written notice of cancellation.

j.  General

at the coverage and
its shall not be
rage and limits and

By requiring insurance, the State of Washington and DSHS do not represent
limits specified will be adequate to protect the Contractor. Such coverage
construed to relieve the Contractor from liability in excess of the require
shall not limit the Contractor’s liability under the indemnities and reim
State and DSHS in this Contract. All insurance provided in compli
primary as to any other insurance or self-insurance programs afford
State.

k. Waiver

The Contractor waives all rights, claims and causes of ac [ gton and
DSHS for the recovery of damages to the extent sai
maintained by Contractor.

17. i i is Contract, it shall

Ivery other than for insufficient postage. Either party may at any time
cation purposes by mailing a notice in accordance with this Section, stating
he new address, which shall be effective on the tenth (10™) day following
e unless a later day is specified in the notice.
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Special Terms and Conditions
Exhibit A — Data Security Requirements

Definitions. The words and phrases listed below, as used in this Exhibit, shall each have the following
definitions:

a. “Authorized User(s)” means an individual or individuals with an authorized business requirement to
access DSHS Confidential Information.

b. “Hardened Password” means a string of at least eight characters containing
character, at least one number and at least one special character such as
or exclamation point.

least one alphabetic
erisk, ampersand

c. “Unique User ID” means a string of characters that identifies a spegi
conjunction with a password, passphrase or other mechanism, auth
information system.

the Data will be protected by:

a. Transporting the Data within the (State Governm
network, or;

b. Encrypting any Data that will be in transit g rnal network. This
includes transit over the public Internet.

Protection of Data. The Contractor a
protect the Data as described:

a. Hard disk drives. Data stored on local [ C s. Access to the Data will be restricted
to Authorized User(s) b il S¢tion using a Unique User ID and
Hardened Password or s which provide equal or greater security,

b. Network ser [ : mounted on network servers and made available
through share @ ill'be restricted to Authorized Users through the use of
access control only after the Authorized User has authenticated to the
network using a & ad HaMlened Password or other authentication mechanisms

whi ovide eq " such as biometrics or smart cards. Data on disks mounted

a Secured Area and otherwise meet the requirements listed in the
struction of the Data as outlined in Section 5. Data Disposition may be
s are retired, replaced, or otherwise taken out of the Secured Area.

e paragraph.
deferred until th

c. Optical Ds or DVDs) in local workstation optical disc drives. Data provided by DSHS
on optical discs which will be used in local workstation optical disc drives and which will not be
transported out of a Secured Area. When not in use for the contracted purpose, such discs must be
locked in a drawer, cabinet or other container to which only Authorized Users have the key,
combination or mechanism required to access the contents of the container. Workstations which
access DSHS Data on optical discs must be located in an area which is accessible only to
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Special Terms and Conditions

authorized personnel, with access controlled through use of a key, card key, combination lock, or
comparable mechanism.

Optical discs (CDs or DVDs) in drives or jukeboxes attached to servers. Data provided by
DSHS on optical discs which will be attached to network servers and which will not be transported
out of a Secured Area. Access to Data on these discs will be restricted to Authorized Users through
the use of access control lists which will grant access only after the Authorized User has
authenticated to the network using a Unique User ID and Hardened Password or other
authentication mechanisms which provide equal or greater security, such as hiometrics or smart
cards. Data on discs attached to such servers must be located in an area is accessible only
to authorized personnel, with access controlled through use of a key, ca , combination lock, or
comparable mechanism.

Paper documents. Any paper records must be protected by storin
which is only accessible to authorized personnel. When not in use, su
a locked container, such as a file cabinet, locking drawer, or safe, to whic
have access.

Remote Access. Access to and use of the Data over th
Secure Access Washington (SAW) will be controllegsis

credentials (e.g. a Unique User ID and Hardeng
staff. Contractor will notify DSHS staff immg

-in/check-out procedures when they are shared, and
(f) Taking frequent inventories

(2) When being transported outside of a Secured Area, portable devices and media with DSHS
Confidential Information must be under the physical control of Contractor staff with authorization
to access the Data.
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Special Terms and Conditions

(3) Portable devices include, but are not limited to; smart phones, tablets, flash memory devices
(e.g. USB flash drives, personal media players), portable hard disks, and
laptop/notebook/netbook computers if those computers may be transported outside of a
Secured Area.

(4) Portable media includes, but is not limited to; optical media (e.g. CDs, DVDs), magnetic media
(e.g. floppy disks, tape), or flash media (e.g. CompactFlash, SD, MMC).

h. Data stored for backup purposes.

(1) DSHS data may be stored on portable media as part of a Contractor’
backup process for business continuity or disaster recovery purpo
authorized until such time as that media would be reused durin
operations. If backup media is retired while DSHS Confidential | i ists upon it,
such media will be destroyed at that time in accordance with the di iti [ [
Section 5. Data Disposition

ting, documented

(2) DSHS Data may be stored on non-portable media (
media, etc.) as part of a Contractor’s existing, docum
continuity or disaster recovery purposes. If SQg8
described in this exhibit. If this media is reji W [ i ation still exists
upon it, the data will be destroyed at tha ; 3 i ion requirements in
Section 5. Data Disposition.

4, Data Segregation.

a. DSHS Data must be segregated or [ ishable from non-DSHS data. This is to
ensure that when no longer needed b DSHS Data can be identified for return or
destruction. It also aids i ini A has or may have been compromised in
the event of a security ' following methods will be used for data
segregation.

¥ In a database which will contain no non-DSHS data. And/or,

within a database and will be distinguishable from non-DSHS data by the
jelds within database records.

ical paper documents, DSHS Data will be physically segregated from non-
er, folder, or other container.

stored as p
DSHS data in a

asible or practical to segregate DSHS Data from non-DSHS data, then both the
DSHS Data and the non-DSHS data with which it is commingled must be protected as described in
this exhibit.
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5. Data Disposition. When the contracted work has been completed or when no longer needed, except
as noted in 4.b above, Data shall be returned to DSHS or destroyed. Media on which Data may be
stored and associated acceptable methods of destruction are as follows:

Data stored on: Will be destroyed by:
Server or workstation hard disks, or Using a “wipe” utility which will overwrite the Data at
least three (3) times using either random or single
Removable media (e.qg. floppies, USB flash drives, character data, or

portable hard disks) excluding optical discs

Degaussing sufficiently to e that the Data cannot

be reconstructed, or

Physically destroying

Paper documents with sensitive or Confidential Recycling through a contra
Information contract with the recycler ass

provided
hat the

Paper documents containing Confidential Information
requiring special handling (e.g. protected health
information)

Optical discs (e.g. CDs or DVDs) pletely defacing the

ace with a coarse abrasive

Magnetic tape ing, incinerating or crosscut shredding

6. Notification of Compromisegr Potential
DSHS shared Data must b

business day of discovery.

gnated in the Contract within one (1)
ed in the Contract, then the notification must

2 Data as articulated within this Contract, then the contract with the sub-

actor must be sub d to the DSHS Contact specified for this contract for review and approval.
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