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DSHS VIRTUAL WORKPLACE OVERVIEW

The Virtual Workplace is a multiple server web-based approach to offering a variety of enterprise applications to
staff who have an intranet or Internet connection to the DSHS network. It delivers desktop applications to
authorized staff and contractors after authentication to the Virtual Workplace system.

This user guide is focused on the process of establishing access to the DSHS Virtual Workplace (DSHS VWP) system
and its applications by installing, initiating and implementing the software on each local computer for staff
accessing the Virtual Workplace.

This user guide is not intended to assist with any functions within the Microsoft Office Suite or departmental
applications. Instead, it gets you to the point where the applications are available and operational.

DSHS CITRIX VIRTUAL WORKPLACE REQUIREMENTS

COMPUTER SYSTEM REQUIREMENTS AND COMPATIBILITY

There are basic computer operating systems (OS) and Internet browser requirements for successful connection
and use of the DSHS Citrix Virtual Workspace system. The system requirements are described below.

Windows Operating System Requirements
e Windows 10, 32-bit and 64-bit editions
e Windows 8.1, 32-bit and 64-bit editions
e Windows 8, 32-bit and 64-bit editions
e Windows 7, 32-bit and 64-bit editions
e Windows Vista, 32-bit and 64-bit editions

Macintosh Operating System Requirements
e OSXEl Capitan (10.11)
e 0OS X Yosemite (10.10)
e 0OS X Mavericks (10.9)
e 0OS X Mountain Lion (10.8)
e OS Xreleases prior to Mountain Lion are not supported.

Windows Operating System Browser Compatibility
e Internet Explorer 11 (32-bit mode)
e Internet Explorer 10 (32-bit mode)
e  Mozilla Firefox 18.x (minimum supported version)
e Google Chrome 20 (minimum supported version)

Macintosh Operating System Browser Compatibility
e Safari 6.0 (minimum supported version)
e  Mozilla Firefox 26.x (minimum supported version)
e Google Chrome 33.x (minimum supported version)
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DSHS CITRIX VIRTUAL WORKPLACE FROM WORK

CITRIX CHECKLIST — CONNECT FROM WORK

The below checklist contains the steps needed for a successful Citrix Connection from work.

[ Step 1. Request Citrix Access from your local IT support and receive confirmation for approval.

[ Step 2. Install the Citrix Receiver on your workstation with your local IT support.

[ Step 3. Navigate to myaccess.dshs.wa.gov . Follow the steps in this Guide: Log into Citrix from Work.

STEP 1 - CITRIX ACCESS

Contact your local help desk for assistance in getting the initial Citrix setup. You will need to complete the Remote
Access Request and Agreement, get your manager’s approval, and submit the form to your local IT support. It can
be found in the DSHS Forms page, form number (03-443).

STEP 2 - INSTALLING CITRIX RECEIVER - WORK COMPUTER

Citrix Receiver is required on your PC to connect to DSHS Citrix Virtual Workplace. If you have issues installing your
Receiver at work, contact your local IT support. Below are instructions on how to install the Citrix Receiver on your
Windows/Macintosh PC.

CITRIX RECEIVER INSTALLATION FOR MICROSOFT WINDOWS

1. Inaweb browser, navigate to myaccess.dshs.wa.gov, click “Download the latest DSHS approved Citrix
client”.

he latest DSHS approved Citrix client.

2. Click “Run” or “Save”.
Note: The message may vary depending on the web browser you're using. (See examples below.)
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Internet Explorer (Windows)

0 you want b3 eun or we G e (4.7 M) e

B This type of file could harm yeur computer. Fun Seve |*|| Cancel

Firefox (Windows)

Opening Crroflecetver.se m

You have chosen to open:

* " GtrinReceiver.exe
which is: Binary File (51.2 ME)
from: httpe//downloadpluging citric com. edgesuite.net

Woeuld you like to save this file?

Swefile | | Cancel |
Chrome (Windows)
[az]) CitrixReceiver.exe A
26.9/44.8 MB, 2 secs left

Edge (Windows)

What do you want to do with CitrixReceiver.exe (44.7 MB)?

P Save as Cancel
From: downloadplugins.citrix.com

w

Open the “CitrixReceiver.exe” file from your Downloads folder.
4. Click “Install” to begin the installation of the Citrix Receiver.

Welcome to Citrix Receiver Setup

Click Install to install Citrix Receiver on your
computer.

Citrix Receiver

5. Accept License Agreement.
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@ citrix Receiver 2

License Agreement

You must accept the license agreement below to proceed.

CITRIX RECEIVER LICENSE AGREEMENT n

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc., Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component {hereinafter
"RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as “CITRIX").

1 3ocept the license agreement

Cancel

6. Click “Finish” to complete the installation of the Citrix Receiver.

@ Citrix Receiver - ]

cimrpc .
Receiver

J Installation successful

If you received instructions to set up Citrix Receiver with your
amall oF 3 server sddress, click Add Account, Otherwise, dlick
Finish, and you can set up an account later.

' SgLAeTInS .

CITRIX RECEIVER INSTALLATION FOR MACINTOSH

1. In aweb browser, navigate to https://www.citrix.com/downloads/citrix-receiver/Macintosh/receiver-for-
Macintosh-latest.html.

2. Click “Download Receiver for Mac”.

Download Receiver for Mac

Note: The message may vary depending on the web browser you’re using. (See examples below.)

Firefox (Macintosh)

ann Opening CitrixReceiverWeb.dmg
You have chosen to open:

= CitrixRecelverWeb.dmg
which is: Documneht (24.0 ME)

from: http:/ citrix.com.

Would you like to save this file?

Cancel
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4.

5.

6.

7.
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Safari (Macintosh)

Downloads Clear

L] CitrixRecerver.dmg =

Chrome (Macintosh)

L] CitrixReceiver.dmg =

On a Macintosh computer, the CitrixReceiver.dmg file appears in the Macintosh Downloads folder. Click
the “Macintosh Downloads” folder and then select the “CitrixReceiver.dmg” file. When prompted, click

“Install Citrix Receiver”.

o

install Citrix Receiver

—

Click “Continue”.

__
]

Welcome to the Citrix Receiver Installer

To install Carlx Recaiver for Mac, chck Continue. You will be guided
= Introduction wough the steps Ncessary 10 nslall Recenver o your Mac

® Dest

Continue

Agree to Terms of Service.

To continue installing the software you must agree to the terms
of the software license agreement.

Click Agree to continue or click Disagree to cancel the installation
and quit the Installer,

Read License Disagree

Enter your Personal Name/Password you set on your Macintosh (if applicable).

Click “Install Software”.
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N\ Installer is trying to install new software.
© L Type your password to allow this.

el

STEP 3 - HOw TO LOGIN TO CITRIX FROM WORK

The following section will explain the process of how to log into Citrix from Work. You will need to request access
to Citrix from your local IT support. Once your local IT support has done the initial setup, follow the steps below to
connect to Citrix from work.

1. Navigate to myaccess.dshs.wa.gov.
2. Click “Access the DSHS Virtual Workplace from your office”.

iy
iy
11 f he DSHS Virtual Workplace from your office.

3. Enter your computer “Username” and “Password”.
Example:
Username: (LynchM)
Password: (your computer password)

4. Click “Log on”.

Log on

User name:
resswocc:

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

seiectview: ¥ | |G
[ [ K e =

i
Admin Tools Office 2010 Change My Internet Explorer Windows Explorer
Password
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DSHS CITRIX VIRTUAL WORKPLACE FROM HOME OR
REMOTE LOCATION

CITRIX CHECKLIST — CONNECT FROM HOME OR REMOTE LOCATION

The below checklist contains the required steps needed for a successful Citrix Connection from Home or Remote
Location.

[ Step 1. Request Citrix Access from your local IT support and receive confirmation for approval.

[ Step 2. Obtain your Username.SDTID file from your local IT support.

[ Step 3. Install the latest Citrix Receiver.

O Step 4. Install the RSA SecurlD Software and Token.

[ Step 5. Access Citrix from Home or Remote Location.

STEP 1 REQUEST CITRIX ACCESS FOR HOME OR REMOTE LOCATION

Contact your local IT support for assistance in getting the initial setup of Citrix for Home or Remote Location. You
will need to complete the Remote Access Request and Agreement to request an RSA SecurlID token. The Remote
Access Request and Agreement may be found in the DSHS Forms page, form number (03-443).

epe
e —

STEP 2 OBTAIN YOUR USERNAME.SDTID FILE

After completion of Step 1 Request Citrix Access for Home or Remote Location, your local IT support will e-mail
you a Username.SDTID file. Save the file to your Desktop at Home or Remote Location, you will need this file to
setup your SecurlD RSA Software. If you have a mobile device, make sure you have access to the e-mail that
contains the file on your mobile device.

Note: Do not save the Username.zip file, only the Username.SDTID.

STEP 3 - INSTALLING CITRIX RECEIVER — HOME OR REMOTE LOCATION

Citrix Receiver is required on your PC to connect to DSHS Citrix Virtual Workplace. If you have issues installing your
receiver on your home or remote location computer, contact your local IT support. Below are instructions on how
to install the Citrix Receiver on your Windows/Macintosh PC.
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CITRIX RECEIVER INSTALLATION FOR MICROSOFT WINDOWS

1. Inaweb browser, navigate to myaccess.dshs.wa.gov, click “Download the latest DSHS approved Citrix
client”.

he latest DSHS approved Citrix client.

2. Click “Run” or “Save”.
Note: The message may vary depending on the web browser you’re using. (See examples below.)

Internet Explorer (Windows)

Do s want ta run or sarve Cite e (6.7 MA) fro

B This type of file could harm yeur computer. Run See ¥ Caneel

Firefox (Windows)

Opening Crroflecetver.se ﬁ

You have chosen to open:

* " GtrinReceiver.exe
which is: Binary File (51.2 ME}
from: httpe//downloadpluging citric com. edgesuite.net

Woeuld you like to save this file?

Swefile | | Cancel

Chrome (Windows)

‘ @ CitrixReceiver.exe ~

26.9/44.8 ME. 2 secs |eft

Edge (Windows)

What do you want to do with CitrixReceiver.exe (44.7 MB)?

P Save as Cancel
From: downloadplugins.citrix.com

3. Open the “CitrixReciever.exe” file from your Downloads folder.

4. Click “Install” to begin the installation of the Citrix Receiver.

Welcome to Citrix Receiver Sefup

Chick Install to install Citrix Receiver on your
computer.

Citrix Receiver’
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5. Accept License Agreement.

@ citrix Receiver 2

License Agreement

You must accept the license agreement below to proceed.

CITRIX RECEIVER LICENSE AGREEMENT n

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc., Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this compaonent (hereinafter
"RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as “CITRIX").

1 3ocept the license agreement

Cancel

6. Click “Finish” to complete the installation of the Citrix Receiver.

@ Citrix Receivar ]

cirapc .
Receiver

J Installation successful

If you received instructions to set up Citrix Receiver with your
amall oF 3 server sddress, click Add Account, Otherwise, dlick
Finish, and you can set up an account later.

' SgLAeTInS .

CITRIX RECEIVER INSTALLATION FOR MACINTOSH

1. In aweb browser, navigate to https://www.citrix.com/downloads/citrix-receiver/Macintosh/receiver-for-
Macintosh-latest.html.

2. Click “Download Receiver for Mac”.

‘ Download Receiver for Mac |

Note: The message may vary depending on the web browser you’re using. (See examples below)

Firefox (Macintosh)

ann Opening CitrixReceiverWeb.dmg

You have chosen to open:
= CitrixRecelverWeb.dmg

which is: Documneht (24.0 ME)
from: http:/ citrix.com.

Would you like to save this file?

Cancel
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Safari (Macintosh)

Downloads Clear

L] CitrixRecerver.dmg =

Chrome (Macintosh)

L] CitrixReceiver.dmg =

3. On a Macintosh computer, the “CitrixReceiver.dmg” file appears in the Macintosh Downloads folder.
Click the “Macintosh Downloads” folder and then select the “CitrixReceiver.dmg” file. When prompted,
click “Install Citrix Receiver”.

o

install Citrix Receiver

-

4. Click “Continue”.

__
=

Welcome to the Citrix Receiver Installer

To inatall Corn Recever for Mac. clck Continue. You will B8 guoed
& Introduction TOUQN The S1605 NBCESSATY 10 INSIAT ReChiver 0 your Mac.

®
®
°
°
°

5. Agree to Terms of Service.

To continue installing the software you must agree to the terms
of the software license agreement.

Click Agree to continue or click Disagree to cancel the installation
and quit the Installer,

Read License Disagree

6. Enter your Personal Name/Password you set on your Macintosh (if applicable).

7. Click “Install Software”

10| Page
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Pt Installer is trying to install new software.
Type your password to allow this.
w
- .
Name:
Password:

Cancel Install Software

STEP 4 INSTALLING RSA SEcURID - HOME OR REMOTE LOCATION

RSA SECURID SOFTWARE FOR WINDOWS

1. Download the latest RSA Security Token Based Authentication for Windows. Click link below to download
software.

Download Link.

2. Select 32-bit or 64-bit “RSA SecurlD Software Token 5.0 Downloads for Microsoft Windows”.

RECENT RELEASE

RSA SecurlD Software Token 5.0 Downloads for Microsoft windows (64-bit) [
B 5 by RSA Link Team ™" RSA
months ago

RSA SecurlD Software Token 5.0 Downloads for Microsoft Windows (32-bit) o
B 2 by RSA Link Team ™" RSA
months ago

3. Select 32-bit or 64-bit software, click one of the “Download” links (examples below).

IRS:-’\ SecurlD Software Token 5.0 for Microsoft Windows (32-bit) & I
SHA256: 6358312373d100e14487de31ca896337d4eab1f851e682cb397d822a5b4e4893

RSA Securll

SHAZ256: d256474 4 3aa5 /f8869e0df2498402 1 fcYachBalc265785c07bd1 86 |

4. Download the RSA Secure ID Token Software, double-click the “RSASecurlDToken500x64.msi”, found in
your Downloads.

Note: DO NOT run the “RSASecurlDTokenAuto500x64.msi”.

def
template
| §8/RsasecuriDTokensonsamsi |

5. Select “Run” to start the RSA SecurlID Setup Wizard.

11|Page


https://community.rsa.com/community/products/securid/software-token-windows/downloads

7.

8.

The publisher could not be verified. Are you sure you want to run this
software?

T%l Hame .._R5ASecur DTaken500.0p\REASeculDTaken S00x. msi
Publisher  Unknown Publisher
Typee  Windows Installer Package
Frome  ChlUsers\EvilComputers\ AppDataiLocal\ Temgh Temp ...

This file dees nct have a valid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can | decide what software to mun?

elect “Next” to continue to the Terms of Service.

ﬁ RSA SecurlD Software Token - Setup Wizard

|

Welcome to the RSA SecurlD
Software Token Setup Wizard

The Setup Wizerd wil ingtall R5A SeorID Softwane Token
50, 0. 292 w4 om your computer. Click Next b confinue or
Canod to et the Setup Wizard.

VAARMING: Ths program B probectsd by copymight lw and
ntematonal treates,

= -

Accept the Terms of Service, Select “Next”.

49 RSA SecurlD Software Token - Setup Wizard S

License Agreement .
Riad e following koenss agreament canaflly, ns"’."

LICENSE AGREEMENT

ki

IMPORTANT INFORMATION - PLEASE READ
CAREFULLY =~

This Software contains computer programs and other proprietary

() £ acoept the terms in the bosnsz agreement Print

(711 e nat accept Se terms i e kcerse agresment

o o

DSHS CITRIX VIRTUAL WORKPLACE SECURE TWO-FACTOR AND END-USER REFERENCE GUIDE

Select “Typical”, then select “Next” to continue with the RSA SecurID Software Token application
installation.
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5 RSA SecurlD Software Token - Setup Wizard = k4
Setup Type
Choase the setup type that best suits your needs. RSh

Pl S & by Dy,

The RS4A SeouwrID Software Token applcation wil be nstaled. The
Brawier Plug-re will it b rtaled,

Choose which program featires you want nsisled and where they il
be mstaled. Recommended for advanced users,

o [ o

9. “Click Install” to install RSA SecurlID software.

ﬂ RSA SecurlD Software Token - Sefup Wizard e

Ready bo Install the Program
The Satup ‘Wizard is ready to begn the: Typical installaton. RSA

Chek bstall 1o begn the nstallaon,

IF yoows st o nevies o change any of your installstion settings, didk Badk. Clide Cancel o
Ext the wizand,

<fack |l Byinstal | Concel

10. Uncheck “Launch RSA SecurID Software Token”, then select “Finish”.

5 RS54 SecurlD Software Token - Setup Wizard *

RSA

| Setup Wizard Completed

The Setup Wizerd has sucresshilly rstaled RS54 SearlD
Software Token. Chiok Finish button bo st the wizard.

Iu_mRSASenJI'D Software Token I

Next, you will have to link your Username.SDTID file to your SecurlD RSA Software. If you do not have the
Username.SDTID file, click the “Obtain your Username.SDTID file” link below.

Step 2 Obtain your Username.SDTID file.
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11. Double-click the “Username.SDTID” file you saved to your desktop.

Note: If you get the below pop-up message, restart the computer. After restart, try double-clicking the
file again.

SecurlD.exe - System Error

The program can't stant because QtCored, dil is missing from your
computer. Try reinstalling the program to o this problem,

51 Enter File Password “‘.

To complete import off bucklbl} 000150549691 .=dtid
file enter a password.

Enter Password: | sssssss ]

[T | cancel |

13. Your RSA SecurlID Software Token is now installed. Select “OK”.
ns-- RSA SecurlD Toke |

Token named CTS Remote Access successfully
imported to Local Hard Drive (RSA).

Want to change token name?| Change Name

NOTE: Delete the “Username.SDTID” file off of your desktop once installed.

RSA SECURID SOFTWARE FOR MACINTOSH

1. Download the latest RSA Security Token Based Authentication for Macintosh. Click the link below to
download the RSA SecurlID software.
Download Link

2. Select “RSA SecurlD Software Token Downloads for Mac OS X”.

- IR\A SecuriD Software Token 417 Downloads for Mac 05 X I

2 monihs. sgo

3. Once you select the software, click the “Download” link (example below).
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NIRSA SecurlD Software Token 4.1.2 Downloads for Mac OS X2 !: ~
SHA256: df0719121911cecb1917e1ca3f2a941b209db57c7585d057c00898bffefalec]

4. Once you download the RSA Secure ID Token Software, double-click the “RSASecurlDMacintosh412.dmg”
from your Downloads folder.

eno &l Downloads

= A = MENERIERIEEY Q

FAVORITES I Name B Date Modified Size
- I
= All My Files & RSASecuriDMac412.dmg Today 10:41 PM 27.7 MB

« About Downloads Mar 10, 2014 1:40 PM 9.9 M8

#% Applications
le Deskrop

%1 Documents

Movies
J3 Music

&) Pictures

DEVICES
"-,,‘ VMware Tools =

5. Select “Continue” to Start the RSA SecurlD Setup Wizard.

‘Wielcame 1o the SecwrD nsialber

‘Wenoemas 0 e rasalanon peogram o ASA SecurD Sohewrs Tosen
B bnuroduction A0 B Vi il e ] TROLQT T BE0H ABOSSATY 0 Nl el
whwin

I

»

SecurlD’

6. Accept the Terms of Service, select “Agree”, then select “Continue”.
P

N o w Install SecurlD a

To continue installing the software you must agree to the terms
of the software license agreement.

@ Lo Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.

® Def
= Read License Disagree
®ir
-
& SUmmey information, the Use of which 18 BUBeC! 1o Bnd sxpressly condiioned Upon
sccoptance of this Licanss Agresment (1o "Agresment”).

This Agresment is a legally binding document between you (meaning the
individusl person or the entty that the individual reprssents that has obtained
‘Software and Hardware for its internal productive use and not for outrig!
resale) (the “Customer”) and RSA (which means (i) RSA Security LLC, i
Customer is located in the United States. Mexico or South America; (i) the

iocal EMC Corporation sales subsidiary, # Customer is iocated outside the
United States, Meaico or South Amarica and in 2 country in which EMC
Corporation has a local sales subsidiary; and (if}) EMC information Systema
R A International (“EISI™). If Customer is located outside United States, Mexico or
South America and in a ceuntry in which EMC Corporation does not have &

local sales subsidiary). Unless RSA agrees otherwise in writing, this
@
SecurlD

Agresment governs Customer's use of the Softwars and Hardware, except to
the extent all or any portion of the Software or Hardware is. (a) the subject of &
separaie wiltien agresment sel forth in a quotaion isued by RSA; o

7. Select “Close” to move to the next step of installation.
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800 w Install SecurlD a
The installation was completed successfully.
@ Introduction
@ License
© Destination Select
@ Installation Type
@ fastallation The installation was successful.
& Summary

The software was installed.

RSA

SecurlD’

Next, you will have to link your Username.SDTID file to your SecurID RSA Software. If you do not have the
Username.SDTID file, click the “Obtain your Username.SDTID file” link below.

Step 2 Obtain your Username.SDTID file

8. Double-click the “Username.SDTID” file you saved to your desktop.

9. Enter your Username as the password (example: bucklbl) (case sensitive) and click “OK”.

-
Enter File Password m
— -

To complete import off bucklbl] 000150549691 .sdtid

file enter a password.

Enter Password: | ssesssss

| ok

10. Your RSA SecurlID Software Token is now installed. Select “OK”.
ns-- SecurlD Toke )

Token named CTS Remote Access successfully
imported to Local Hard Drive (RSA).

Want to change token name?| Change Name

NOTE: Delete the “Username.SDTID” file off of your desktop once installed.
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RSA SecUrID AppP FOR ANDROID PHONE
1. Inyour list of apps, tap the Play Store icon.

Play Store

2. Tap search and enter the keywords RSA SecurlID in the search field.
& N 7Tl 52% @ 1022 AM

= Google Play 2

MOVIES, MUSIC,
APPS & GAMES BOOKS

3. Select RSA SecurID Software Token.
NF T 52%m 10:22 AM

< RSA SecurelD

RSA ITA
RSA SecurlD Software Token

4. Tap Install.
[

<

ABC Bank

1/58/8[900/5(5

SecurlD

RSA RSA SecurlD Software
Token
E) RSA, The Security Division of EMC

€ Everyone

INSTALL

5. Click Accept to start the download of the application.
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(8 RSA SecurlD Software
&N Token

needs access to

Photos/Media/Files

Camera

Wi-Fi connection
information

Device ID & call
information

Google Play

e T " ol 52%m 1023 AM
SecurlD

<

ABC Bank

RSA RSA SecurlD Software

= Token
RSA, The Security Division of EMC

€ Everyone

128 KB/6.50 MB 1% ) 4

6. Open the RSA SecurlD application once the download is complete.

7. Check “I have read and accept the terms of this agreement.” Click Continue.
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SecurlD

License Agreement

This Software contains computer programs and
other proprietary material and information, the
use of which is subject to and expr

conditioned upon acceptance of this License
Agreement (the Agreement).

This Agreement is a legally binding document
between you (meaning the individual person or
the entity that the individual represents that
has obtained the Software and Hardware for its
internal productive use and not for outright
resale) (the "Customer”) and RSA (which means
(i) RSA Security LLC, if Customer is located in
the United States, Mexico or Sot |

(ii) the local EMC Corperation sales

if Customer is located outside the Uni

ept the terms of 1

Continue

Next, you will have to link your Username.SDTID file to your SecurlD RSA Software. If you do not have the
Username.SDTID file, click the “Obtain your Username.SDTID file” link below.

Step 2 Obtain your Username.SDTID file

Open the e-mail containing the Username.SDTID file from your Android device. The Password to install
the RSA SecurlID Software Token is your User ID.

Example: LynchM (case sensitive)

sec00 ATAT & 5:18 PM o L Ta% .

Cancel Token Import

Enter the token password to complete
your token import.

QWERTYUI OP

A SDFGHUJKL

Z XCVBNM

.23 space return
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RSA SEcURID Arp FOR APPLE (10S) PHONE
1. Onyour Apple iPhone, tap the “App Store” icon.

Tap “Search”, and enter the keywords “RSA SecurlD”.
Select “RSA SecurID Software Token”.

Tap “Get”, then “Install”.

Tap “Open”.

vk wnN

When the install is complete, you will have the RSA SecurlD icon on your Apple device.

6. Tap the “RSA SecurlD” icon to open the app.

Next, you will have to link your Username.SDTID file to your SecurID RSA Software. If you do not have the
Username.SDTID file, click the “Obtain your Username.SDTID file” link below.

Step 2 Obtain your Username.SDTID file

7. Open the e-mail containing the Username.SDTID file from your Apple device.

The Password to install the RSA SecurID Software Token is the User ID. Example: LynchM (case sensitive)

ATET = 5:18 PM o L T4 W

Cancel Token Import

Enter the teken password to complete
your token import.

QWERTYUI QP
ASDFGHUJKL
Z XCVBNM

.23 space return

Your Token is now installed on your Apple device.
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RSA SEcurID ArPP FOR WINDOWS PHONE

Install the Application

You can install the application directly onto your device
from Windows Phone Store.

To install the application directly onto your device:
Tap the Windows Phone Store icon on your device.
Tap apps to navigate to the applications page.

Tap the search icon and enter rsa securid.

If prompted, enter your account credentials.

LA = b ba e

Tap install.

The device exits to the Home screen as the application
downloads onto your device. When done, you see the
icon in your application choices as shown.

RSA

Segurid®

Open the e-mail containing the Username.SDTID file from your Windows device.

The Password to install the RSA SecurID Software Token is the User ID. Example: LynchM (case sensitive).

N 2 B30 EaR B51 NGN W F8d TO) O

aweFEyuUiEep

a. 5! dI fl gJ hl j - ki | ]

f z 2 Copied to.cli

: ] EnglishiUs]
Sym & —

Your Token is now installed on your Windows device.
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RSA SecurlD Hard Token FOB

You will receive a Hardware Token FOB, pictured below. The Hardware Token FOB does not require additional
software to be installed on your computer.

- .,
% r‘{J

£ 159 155

STEP 5 HOw TO LOGIN TO CITRIX FROM HOME OR REMOTE LOCATION

The following section will explain the process of how to log into Citrix from Home or Remote Location. You will
need to request access to Citrix from your local IT support. Once your local IT support has done the initial setup,
follow the steps below to connect to Citrix from Home or Remote Location.

RSA SOFTWARE - INITIAL CITRIX LOGIN

Once you have installed your RSA SecurID Software on your PC or Macintosh, follow the instructions below to Log
into Citrix for the first time. Once you have logged in successfully for the first time, the process will slightly change.
You will want to navigate to the Software - Daily Citrix Login for daily Citrix login instructions.

1. Navigate to myaccess.dshs.wa.gov.

Select “Access to the DSHS Virtual Workplace from your home or remote location.”

o the DSHS Virtual Workplace from your home or remote location.

2. Enter your computer “Username” and “Password”.

Example:
Username: (LynchM)
Password: (your computer password)

Please log on to continue.

Username :  |LynchM

Token ID:

3. Open the RSA SecurlD Software from your Start Menu.
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, RSA
. RSA SecurlD Taken

[EA RSA SecurlD Token

4. Leave the Enter PIN field BLANK. Click the arrow.

CTS Remot... |Options v] & &2
Enter PIN: I! * I

Leave Blank
=N SecurlD”

Note A: Make sure the ticker bar is full before you click copy.
Note B: A Token Number can only be used one time. If your login attempt fails, wait for the next Token

number to roll over.
5. Click “Copy” to copy Token Code.

CTS Remot... Dpti.ons-v =82

( Tokencode:

6068 3830
Re-enter PIN -

SecurlD

6. “Paste” into the “Token ID:” field in your browser and click “Log on”.

‘ Piease log on o ¢ontinue.
Username :  |Lynchi

Fassword sesenne

Note: Do not close RSA SecurlD Token Generator.
Note: PIN cannot start with Zero (0), 11111, 22222, 12345, etc.

7. Enter a5 to 8 all numeric PIN and click “Submit”.

Please type your response below.

Enter a new PIN having from 5 cesssase
to 8 digits:
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8. Re-enter PIN for verification and click “Submit”.

Please type your response below.

Flease re-enter new FiN: | sssssses

You should get a message to enter your Passcode. See below step.

Please type your response below.

PIN Accepted. Wait for the

token code to change, then
enter the new passcode:

9. On the RSA Token Generator click “Re-enter PIN”.

CTS Remot... |Options v = £2

[ F816 7284

(&7 SecuriD”

10. Enter the PIN you just created and click the arrow.

CTS Remot... |Options v| &= &2
Enter PIN: | sassss l

(=1 SecurlD”

Note: Make sure the ticker bar is full before you click copy.

11. Click the “Copy” button.

CTS Remot... |Options v &= &2
( Tokencode: :

6068 3830
Re-enter PIN -

(&7 SecuriD”
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12. Paste the passcode into the “Additional Information Required” field on the Citrix Logon Page and click
“Submit”.

Please type your response below.

PIN Accepted. Wait for the
token code to change, then [TITTTITIT] |
enter the new passcode:

Submit

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

Main

. =
ol [l 7 e
Admin Tools Office 2010 Change My Internet Explorer

Password

1 Select view: ¥ | LG)

=n
Windows Explarer

RSA Software - Daily Citrix Login

1. Navigate to myaccess.dshs.wa.gov.

2. Select “Access to the DSHS Virtual Workplace from your home or remote location”.

| o the DSHS Virtual Workplace from your home or remote location.

3. Enter your computer “Username” and “Password”.

Example:
Username: (LynchM)
Password: (your computer password)

Please log on to continue.

Username :  |LynchM

Token ID:

Log On

4. Open the RSA SecurlD Software from the Start Menu.

RS4A
RSA SecurlD Token
[EA RSA SecurlD Token
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5. Enter your PIN and click the arrow.

CTS Remot... DEti.ons- v] S8R
Enter PIN: | gonses l

SecurlD®

6. Click “Copy” to copy Token Code.

CTS Remot... |Options v &= &2

Takencode:
.( 6068 3830
Re-enter PIN

(=10 SecurlD”

7. Paste the Token Code into the “Token ID:” Field in your browser and click “Log on”.

Pease log on to continue.

-
T e —

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

Main | Select view: ¥ .| | e'j

Admin Tools Office 2010 Change My Internet Explorer Windows Explorer

RSA Hardware - Initial Citrix Login

Follow the instructions below to Log into Citrix for the first time with your RSA SecurID Hardware FOB. Once you
have logged in successfully for the first time, the process will slightly change. You will want to navigate to the
Hardware - Daily Citrix Login for daily Citrix login instructions.

1. Navigate to myaccess.dshs.wa.gov.
2. Select “Access to the DSHS Virtual Workplace from your home or remote location”.
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o the DSHS Virtual Workplace from your home or remote location.

3. Enter your computer “Username” and “Password”.

Example:
Username: (LynchM)
Password: (your computer password)

Please log on to continue.

Username :  |LynchM

Token ID:

4. Inthe “Token ID:” field Enter the “Token ID” off of the Hardware FOB.

& 1158 759)

5. Click “Log On”.

Pease log on to continue.

Username : |LynchM
Password : ;nuu. _|

6. Enter your “New PIN”.
7. Confirm “New PIN”.

8. Enter the “PIN + Next token code” (Note: wait for the Token numbers to change to the next Token).
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Create New PIN
Mew PIN: what is a valid pin?

Confirm New PIN: |:|

|

Mext Tokencode:

Cancel

9. Click “OK".

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

Main | Select view: ¥ .| “Q')

> ==, -
B o &y e :
- =]
Admin Tools Office 2010 Change My Internet Explorer Windows Explorer

Password

RSA HARDWARE - DAILY CITRIX LOGIN

1. Navigate to myaccess.dshs.wa.gov.
2. Select “Access to the DSHS Virtual Workplace from your home or remote location”.

| o the DSHS Virtual Workplace from your home or remote location.

3. Enter your computer “Username” and “Password”.
Example:
Username: (LynchM)
Password: (your computer password)

Please log on to continue.

. Username: |MLynch

Password :  [rreeees -|

Token 1D :

4. Inthe “Token ID:” field enter the (PIN + Token ID) off of the Hardware FOB.
Example below: (PIN+159759)

(s 1159 159)
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5. Click “Log On”.

Flease log on to continue.

Y b\ Username : ‘Lynch ]
Password : Lnunn |
—_—

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

- e

i et vew

RSA MoBILE - INITIAL CITRIX LOGIN

Once you have installed your RSA SecurlD Software on your Mobile Device, follow the instructions below to Log
into Citrix for the first time. Once you have logged in successfully for the first time, the process will slightly change.
You will want to navigate to the Mobile - Daily Citrix Login for daily Citrix login instructions.

1. Navigate to myaccess.dshs.wa.gov.

2. Select “Access to the DSHS Virtual Workplace from your home or remote location”.

| o the DSHS Virtual Workplace from your home or remote location.

3. Enter your computer “Username” and “Password”.

Example:
Username: (LynchM)
Password: (your computer password)

Please log on to continue.

Username : | LynchM|

Password :

Token ID :

4. On your mobile device, open the RSA SecurlD app.
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5. Inthe RSA Mobile App, leave the Enter PIN field BLANK. Click the Blue Arrow.

6. Type the Token into the “Token ID:” field.

7. Click “Log On”.

When you click “Log On”, you will get prompted to set your “PIN”.
Note: Do not close RSA SecurlD Token Generator.
Note: PIN cannot start with Zero (0), 11111, 22222, 12345, etc.

8. Enter a5 to 8 all numeric PIN and click “Submit”.
9. Confirm your “PIN”, next you will need to enter your “PIN” into the RSA SecurlD app.

10. In the RSA Mobile App, navigate back to the main page, click re-enter your “PIN”.

a Bl @ 10:324M

% Enter PIN

(

Enter PIN

RSA SecuriD
l [y securlD
For Android Device For iPhone

11. Once you have entered your “PIN”. Select the Blue Arrow or Enter.
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# Ml 8 10:34 AM

@" Passcode

" 402 855

Passcode

. 6707 9966

9 sec remalning @J

17 sec remaining

RSA SecurlD
SecurlD'
For Android Device For iPhone

Note A: Make sure the ticker bar is full before you type in the Token Number.
Note B: A Token Number can only be used one time. If your login attempt fails, wait for the next Token
number to roll over.

12. Type the passcode into the field requesting “Addition Information Required”.

13. Click “Submit”.

Please type your response below.

PIN Accepted. Wait for the
token code to change, then [TITTTITIT]
enter the new passcode:

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

Main 1 Select view: ¥ | LG)

Y ==
- - 8
=l
Admin Tools Office 2010 Change My Internet Explorer Windows Explorer
Password

RSA MosBILE - DAILY CITRIX LOGIN

1. Navigate to myaccess.dshs.wa.gov.

2. Select “Access to the DSHS Virtual Workplace from your home or remote location”.
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1
‘ o the DSHS Virtual Workplace from your home or remote location.

3. Enter your computer “Username” and “Password”.

Example:
Username: (LynchM)

Password: (your computer password)

Please log on to continue.

Username : | LynchM|

Password :

Token ID :

4. On your mobile device, open the RSA SecurlD app.

5. Enter your “PIN” into the RSA Mobile App.

B @ 10:32am
= |

1]
r
Fé Enter PIN

ey
Enter

Esecurip
A
For Android Device

Enter PIN

RSA SecurlD

For iPhone

6. Once you have entered your “PIN”, select the Blue Arrow or Enter.

Note A: Make sure the ticker bar is full before you type in the Token Number.

Note B: A Token Number can only be used one time. If your login attempt fails, wait for the next Token

number to roll over.

7. Type your Passcode into the “Token ID:” field.
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T Hl 8 10:34 AM
—rrr— ’

@‘- Passcode Passcode
YT | 6707 9966

¢ 9 sec remalning @J

17 sec remaining

]
s

RSA SecurlD
SecurlD"
For Android Device For iPhone

8. Click “Log On”.

Please log on to continue.

\ Username .L\;nch M

Password :

Token 1D :

You are now logged into Citrix; below is an example of applications you will see when you log in. Any
application permissions/access are delegated by your local IT administrator.

Main | Select view: ¥ .| | e'j

Admin Tools Office 2010 Change My Internet Explorer Windows Explorer

TROUBLESHOOTING

CITRIX RECEIVER TROUBLESHOOTING

RECEIVER IS OUT-OF-DATE
If you get the below error message, you will need to install the latest version of Citrix Receiver.

'é_;_;lﬁ

Unzbleto launch your application. Contact your help desk with the

l %, following information: Cannot connect to the Citric Kendpp senver,
S5L Error6l: You have net chosen to trust "Symantec Class 3 Secure
Server CA - G4", the issuer of the server's szcurity certificate.

For the latest installation instructions, click here: Installing Citrix Receiver - Work or Remote Location.
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CITRIX RECEIVER ADD ACCOUNT NOTIFICATION

If you get the below message, Close it. It should not ask you for the information again. In addition, you
can check the “Do not show this window automatically at logon.” box. Click “Close”.

@ Citrix Receiver

i
| Add Account

l Enter your work email or server address provided
by your IT department:

I [T Do not show this window automatically at logen.

LClose

INSTALLATION ISSUES WITH RECEIVER WHILE UPGRADING OS TO WINDOWS 10

If you did an in-place upgrade to Windows 10 from Windows 7 or 8.1 and receive the error message
below, run the following steps.

The requested operation has failed. To see more
information, click View Log. Contact the help desk and
provide the log information

View Log Close

Step 1: Obtain the Citrix Receiver Clean-up Utility from the DSHS ET Service Desk to fully uninstall Citrix
Receiver.

Step 2: Re-install Citrix Receiver from Installing Citrix Receiver - Work or Remote Location.

PROMPTED TO DOWNLOAD, RUN, OPEN LAUNCH.ICA FILE INSTEAD OF LAUNCHING

APPLICATION

When launching an application from the Internet browser, users are prompted to save or download the launch.ica
file. The prompt Do you want to Open, Save, or Cancel the launch.ica connection file is displayed. The application
does not launch immediately. Also, some but not all the users report that they are unable to connect.

There can be a number of resolutions to the issue including but not limited to the following:

Install the latest version of Citrix Receiver.

Add Website to Trusted Sites.

Set ICA to launch automatically for Mozilla Firefox.
Remove or Disable Third Party Browser Adware.

Clear the “Do not save encrypted data to disk” option.
Automatically Open ICA Files.

Associate .ica File Type with Citrix Connection Manager.
Disable ActiveX Internet Explorer.
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Install the Latest Version of Citrix Receiver
Re-install Citrix Receiver from Installing Citrix Receiver - Work or Remote Location.

Add Website to Trusted Sites (Internet Explorer)

Add the site to the Trusted sites list if using Internet Explorer browser using the following steps:

1. Go to Tools > Internet Options > Security tab > Sites.

2. Inthe Add this website to the zone field, enter https://citrixfa.dshs.wa.gov and click Add.

Internet Options - ]

General | Security ‘Prwacy |Content I Connections I Programs |Advanae

Select 2 zone to view or change security settings.

@ & v O

Internet Local intranet IS Restricted
sites

N
ites
f This zone contains websites that you =
W tustnot to damage your computer or

your fies.
‘fou have websites in this zone.

Security |evel for this zone

SET ICA TO LAUNCH AUTOMATICALLY FOR MoOzILLA FIREFOX

Mozilla Firefox 52.x no longer supports Citrix Receiver plugin using NPAPI. The workaround is to configure Firefox
to automatically run launch.ica file types. Check the box “Do this automatically for files like this.”

You have chosen to open:
@ launch.ica

which is: Citrix ICA Client (1.9 KB)
from: hitp://dshsnetscaler.dshs.wa.lcl

What should Firefox do with this file?

® Openwith | Citrix Connection Manager (default) ~
() Save File

@JD this automatically for files like this from now on.

QK Cancel

REMOVE OR DISABLE THIRD-PARTY BROWSER ADWARE
Remove or disable any third-party browser based adware software that could be interfering with the successful
launch of the ICA file. Restart the browser after removing these software and try again.

CLEAR THE "DO NOT SAVE ENCRYPTED DATA TO DISK" OPTION (INTERNET EXPLORER)
If you are using Internet Explorer, click Tools > Internet Options > Advanced tab and clear the option “Do not save
encrypted data to disk.”

AUTOMATICALLY OPEN ICA FILES
After the ICA file is downloaded, enable the browser to open similar files automatically.

e Internet Explorer: Right click on the downloaded file and uncheck the option “Always ask before
opening this type of file.”
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e Google Chrome: Click the drop-down list for the file in the download bar and select “Always Open Files of
This Type.”

ASSOCIATE .ICA FILE TYPE WITH CITRIX CONNECTION MANAGER

1. On Windows computers, go to Control Panel > Default Programs > Associate a file type or protocol with
a program.

2. Under Name, find .ica file type.

3. Ensure that the current default is set to Citrix Connection Manager. If not, click Change program and
choose Citrix Connection Manager.

Note: Connection Manager is the wfcrun32 file located at C:\Program Files (x86)\Citrix\ICA Client. On Windows 10,
this file is located at C:\Program Files (x86)\Citrix\.

Disable ActiveX Internet Explorer

Disabling ActiveX filtering globally: Click Gear icon, select Safety, de-select ActiveX Filtering. Alternatively, press
Alt key and click Tools menu (ActiveX filtering is enabled if a “tick” appears next to it and is disabled if the “tick”
disappears).

L-oc xBTS OR
- Print

L3

;EJT File >

I ——— L°om (100%) .

Delete browsing history... Ctri+Shift+Del Safety 4
InPrivate Browsing Ctri+Shift+P (TovR b Gl L Ctils)

Tracking Protection...
ActiveX Filtering
Webpage privacy policy...

Manage add-ans
F12 developer tools
Go to pinned sites
Check this website

Turn on SmartScreen Filter..,

Internet options
About Internet Explorer

Report unsefe website

BGEE Help
i Delete browsing history... Ctrl+Shift+ Del
i InPrivate Browsing Ctrl+Shift+P

Tracking Protection...

ActiveX Filtering |

RSA SECURID TROUBLESHOOTING
Contact your local IT support for assistance with installing the RSA Software at home.

CITRIX LOGIN TROUBLESHOOTING
Fields go Blank/Credentials you typed are incorrect.

Please log on to continue:

User name:
Password .

Token O |

Log On |
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Or:

DSHS CITRIX VIRTUAL WORKPLACE SECURE TWO-FACTOR AND END-USER REFERENCE GUIDE

9 The credentials you typed are incorrect. Please try again or contact your

help desk or system administrator.

Resolutions:

Verify your PIN is correct. If you need your PIN reset, contact your local Help Desk.

1. Make sure the RSA SecurelD ticker bar is full, before typing (Mobile/Hardware Tokens) or copying
(Software) your passcode.
2. If youincorrectly enter your credentials three times, your RSA token will be locked. Contact your local
help desk for assistance with getting your account unlocked.
3. Clear your browser’s cache. Below are instructions for Chrome, Firefox, Edge, and Internet Explorer.
Chrome
1. Open Chrome.
2. Onyour browser toolbar, click More & .
3. Point to More tools, and then click Clear browsing data.
4. In the "Clear browsing data” box, click the checkboxes for Cookies and other site and plug-in data and Cached
images and files.
5. Use the menu at the top to select the amount of data that you want to delete. Choose beginning of time to
delete everything.
6. Click Clear browsing data.

Microsoft Edge

WM

(%]

Click the Hub icon
Click the History icon D .

Click the link labeled Clear all history.

Check the boxes For each item you want to clear.

Click the Clear button. The message "All Clear!” will appear at the top when the data has been erased.

37| Page




DSHS CITRIX VIRTUAL WORKPLACE SECURE TWO-FACTOR AND END-USER REFERENCE GUIDE

Mozilla Firefox

Clear the cache

1. Click the menu button = and choose Options
2. Select the Advanced panel.
3. Click on the Network tab.

4. In the Cached Web Content section, click Clear Now

Advanced

General Data Choices Matwork Update Certificates

Connection

Configure how Firefox conmects 1o the Internst Settings

Cached Web Content
Your web content cache s currently using 350 ME of disk space Clear Now I

Owerride automatic cache management

5. Close the about:preferences page. Any changes you've made will automatically be saved.

Internet Explorer

Click Tools.

Click Delete Browsing History.

Uncheck “Preserve Favorites website data”.

Check “Temporary Internet files and website files” and “Cookies and website data”.

“History”, “Download History”, “Form Data”, “Passwords”, and “Tracking Protection, ActiveX Filtering
and Do Not Track” are optional. (See example below.)

uhwh R
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Delete Browsing History

["] Preserve Favorites website data

Keep cockies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
wiewing.

Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.

|:| History
List of websites you have visited.

7] Download History
List of files you have downloaded.

[ Form data
Saved information that you have typed into forms.

[7] Passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

["] Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites excuded from filtering, data used by Tracking

Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.

About deleting browsing history [ Delete ] [ Cancel

NEXT TOKEN MODE

Please type your response below.

Wait for token to change, then |
enter the new tol de:

DSHS CITRIX VIRTUAL WORKPLACE SECURE TWO-FACTOR AND END-USER REFERENCE GUIDE

You will get the above prompt for “Additional Information Required” after two-to-three unsuccessful attempts
entering your User Name, and Password.

Resolutions:

1.

Let the RSA Token Code rollover to issue the new Token Code. Type (Mobile/Hardware Tokens) or copy

(Software) your passcode into the “Addition Information Required” field.
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