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Purpose

This policy establishes basic requirements governing transactions between the Department of
Social and Health Services and external vendors that require DSHS, as a condition of doing
business with them, to sign any form of agreement that does not consist of DSHS-approved
standard terms and conditions.

This policy, and any procedures or guidelines referenced, are intended for internal use only. The
policy is not intended, nor can it be relied upon, to create any substantive or procedural rights
enforceable by any party involved in matters with the department.

Background

In late 2016, Operations Review and Consultation, within the Enterprise Risk Management
Office, Financial Services Administration, conducted an initial review of Vendor Agreement
processes across all DSHS Administrations. ORC issued an Executive Summary in April 2017
recommending an agency-wide administrative policy to address the use of Vendor Agreements.


http://one.dshs.wa.lcl/fs/oss/ccs/Pages/default.aspx
http://apps.leg.wa.gov/rcw/default.aspx?cite=39.26
http://apps.leg.wa.gov/rcw/default.aspx?cite=43.19
http://apps.leg.wa.gov/rcw/default.aspx?cite=43.105
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title45/45cfr160_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title45/45cfr162_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title45/45cfr164_main_02.tpl
https://ocio.wa.gov/policy/it-investments-approval-and-oversight-policy
http://ishare.dshs.wa.lcl/Security/Manuals/Standards/Pages/default.aspx
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Existing DSHS Administrative Policy 13.10 requires that all DSHS contracts be created in the
Agency Contracts Database using a standard contract format with approved terms and conditions
designed to minimize and mitigate the Department’s exposure to certain contract risks. Vendor
Agreements are those agreements presented to DSHS by vendors who condition doing business
with them on DSHS’s acceptance of the vendor’s own terms and conditions. Because VVendor
Agreements, by definition, do not comply with the requirement in Administrative Policy 13.10 to
create all DSHS contracts in the ACD on approved contract formats, Central Contracts and Legal
Services is establishing this policy to better manage and mitigate the risks associated with
entering into such agreements.

Scope

This policy applies to all employees and organizational units of the Department of Social and Health
Services in the conduct of actions subject to the “Authorizing Sources” listed above, including:

e Vendor Agreements and Non-Standard Contracts for information technology goods and
services, including licensing and software maintenance agreements
e Vendor Agreements and Non-Standard Contracts for other goods and services

Additional Guidance

Administrative Policy 13.10, Central Contracts and Legal Services

Administrative Policy 13.11, Monitoring Contractor Performance

Administrative Policy 13.12, Competitive Solicitations and Procurements
Administrative Policy 13.13, Insurance Requirements for Contracts

Administrative Policy 13.16, Performance-Based Contracting

Administrative Policy 13.23, Identifying Business Associates and Business Associate

Agreements
The DSHS Guide to Contracting

DSHS Annual Purchasing Delegation Memo
CCLS ACD Process for Recording Vendor Agreements
CCLS Vendor Agreement Review Form

Definitions

Administration means the responsible Department administration, division, office, program, or
similar organizational entity. As used in this policy, “Administration” includes Consolidated
Institutional Business Services when CIBS is acting on behalf of a CIBS-Supported Facility.

Agency Contracts Database (ACD) is the system used by DSHS for producing, tracking, and
monitoring all DSHS client service contracts, data sharing agreements, Interlocal (interagency)
and Intergovernmental agreements, and all contracts for goods and services (other than Purchase
Orders for Operational goods and services addressed by Administrative Policy 13.08).



http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-10.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-10.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-11.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-12.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-13.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-16.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-23.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-23.pdf
http://one.dshs.wa.lcl/FS/OSS/CCS/Pages/Guide.aspx
http://one.dshs.wa.lcl/FS/OSS/CPU/Purchasing/Documents/Annual.Delegation.Memo.pdf
http://one.dshs.wa.lcl/FS/OSS/CCS/ACD/Documents/OutsideVendorAgreementProcess_ACD_5-31-2016.docx
http://one.dshs.wa.lcl/FS/OSS/CCS/Documents/CCLS%20Vendor%20Agreement%20Form.docx
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-08.pdf
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Central Contracts and Legal Services (CCLS) means the contracting authority for the
Department of Social and Health Services. Organizationally, it is in the Operations Support and
Services Division of the Financial Services Administration. DSHS Administrative Policy 13.10
charges CCLS with responsibility for establishing and maintaining statewide Department
policies and procedures governing all contracts for the Department.

Consolidated Institutional Business Services (CIBS) means the organization aligned under the
Financial Services Administration that serves as the business office providing financial services,
logistics services and business services for DSHS facilities (CIBS-Supported Facilities) under
the organizational management of other DSHS Administrations.

The CIBS-Supported Facilities include: Western State Hospital, Child Study and Treatment
Center and Eastern State Hospital under the Behavioral Health Administration; Special
Commitment Center, Echo Glen Children’s Center and Naselle Youth Camp under the
Rehabilitation Administration; Fircrest School RHC, Rainier School RHC, Lakeland Village
RHC and Yakima Valley School RHC under the Developmental Disabilities Administration.
CIBS contracts staff have been appointed as Key Contract Coordinators for all BHA facilities, as
well as for Fircrest and Rainier Schools, and the Special Commitment Center.

Contract means a legally enforceable agreement for goods and/or services, including
information technology services.

Contract Format means an electronic or hard copy contract template developed and/or
approved by CCLS. A contract format includes but is not limited to: data elements with general
information (for example, the name of the contractor, start and end dates of the contract, and the
total maximum consideration of the contract), general terms and conditions, and special terms
and conditions. All approved contract formats are available in the ACD for use by authorized
staff.

Division Director means the DSHS Division Director, or functional equivalent, with managerial
oversight authority and responsibility for contracting staff and processes in a given
Administration. For CIBS-Supported Facilities, authority for managerial oversight rests with the
applicable facility’s Chief Executive Officer or Superintendent.

End User License Agreement or Click-Through Agreement means an agreement that is
entered into when an individual user is required to indicate his or her acceptance of the vendor’s
electronically presented terms and conditions by checking or “clicking,” via mouse or keyboard
entry or voice command, an on-screen box, button or other graphic marked with words or other
indicia that indicate the user’s acceptance and agreement.

Key Contract Coordinator means the individual(s) designated by the Division Director
responsible for contracting in a given Administration to be the liaison between the
Administration or CIBS-Supported Facility and CCLS. The Key Contract Coordinator has
specific, direct responsibilities for DSHS contracting processes that are identified under
Administrative Policy 13.10.



http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-10.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-10.pdf
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Protected Health Information (PHI) means individually identifiable health information about a
client that is transmitted or maintained by a DSHS Health Care Component in any form or
medium. PHI includes demographic information that identifies the individual or about the
individual on which basis it is reasonable to believe the information could be used to identify the
individual. Individually identifiable health information in DSHS records about an employee, or
others who are not clients, is not Protected Health Information. See DSHS Administrative Policy
5.03 for provisions relating only to PHI of clients.

Purchase Order means a standard TRACKS-generated ordering document that includes
standard DSHS-approved Purchase Order terms and conditions. Purchase Orders serve as
contracts governing the transactions they cover. When a DSHS Purchase Order is accompanied
by a vendor agreement with additional terms and conditions beyond those of the Purchase Order,
the additional terms and conditions would constitute a Vendor Agreement under this policy.

Regional Business Center (RBC) means one of the three regional consolidated business
organizations within the Financial Services Administration that provide a variety of financial
transaction and support services to Administration field offices located throughout the state.
Services provided by RBCs may include budget-related functions, accounting, purchasing,
employee travel, asset management and time and attendance.

Signing Authority means the authority to sign contracts within the scope of this policy or
Administrative Policy 13.10 on behalf of DSHS.

Vendor Agreement and/or Non-Standard Contract means a vendor drafted, created, or issued
contract or agreement for the purchase of goods and/or services that (1) includes the vendor’s own
preferred terms and conditions or (2) does not include all relevant DSHS standard terms and
conditions from an ACD Contract Format. End User License Agreements and Click-Through
Agreements that a user must accept prior to installation or download of software or hardware
constitute Vendor Agreements. When a DSHS Purchase Order is accompanied by a vendor
agreement with additional terms and conditions beyond those of the Purchase Order, the additional
terms and conditions also constitute a Vendor Agreement.

Policy Requirements

A Authority to Sign

No DSHS staff may sign any Vendor Agreements or Non-Standard Contracts on behalf of DSHS
except in accordance with this policy. Vendor Agreements and Non-Standard Contracts that do not
meet all the requirements outlined below in Section B must be submitted to Central Contracts and
Legal Services, in accordance with Section E below, for review and signature.

B. Administration Authority

Administrations may enter into and sign Vendor Agreements without prior CCLS review only


http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-05-03.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-05-03.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-10.pdf
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when all of the following conditions are met:

1.

C.

The goods or services covered by the Vendor Agreement were procured in compliance
with the relevant competitive solicitation or sole source requirements of 39.26 RCW;

The total value of the Vendor Agreement is less than $50,000;

The vendor will not have unsupervised access to any DSHS client under the terms of the
Vendor Agreement; and

The vendor will not have access to any Protected Health Information (PHI) under HIPAA
or to any other DSHS Category 3 or 4 data (as those categories are defined in the DSHS
Information Security Standards Manual).

Administration Specific Vendor Agreement Policy

Within one year of the initial effective date of this policy, all Administrations must develop
written policies or guidelines to govern the review, execution, management, monitoring,
processing, handling and retention of Vendor Agreements and other Non-Standard Contracts.

Administration Vendor Agreement guidelines must include all of the following:

1.

A process to ensure all Vendor Agreements that are required by this policy to be
submitted to CCLS for review are so submitted.

A process to ensure Administration staff review and conduct an initial risk assessment for
all Vendor Agreements they sign.

A process to ensure notification, when applicable, to the appropriate RBC and CIBS staff
when a new vendor agreement is executed by Administration staff.

Designation of Administration staff tasked with authorization and responsibility for
conducting, evaluating and documenting risk assessments on Vendor Agreements.

Designation of Administration staff who are delegated authority to sign, on behalf of the
Administration, or, as applicable, on behalf of the CIBS-Supported Facility, those Vendor
Agreements that meet all the requirements above in Section B of this policy.

Requirement that Administration staff who execute, manage, monitor or track Vendor
Agreements must complete appropriate contract training requirements.

Identification of assigned responsibility, once the agreement has been executed, for
managing the Vendor Agreement or Non-Standard Contract and monitoring vendor
performance. (For CIBS-Supported Facilities, management, monitoring and tracking of


http://app.leg.wa.gov/RCW/default.aspx?cite=39.26
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Vendor Agreements will be performed by the facility staff designated to serve as the
contract manager.)

8. Identification of assigned responsibility for document retention of Vendor Agreements
and risk assessments. For End User License Agreements and Click-Through
Agreements, documentation must include the date and source of the Non-Standard
Contract as well as a written copy of the agreement.

D. Risk Assessments

Each Administration must define a process within their Vendor Agreement guidelines that
ensures adequate consideration and mitigation of the level of risk exposure associated with each
Vendor Agreement, particularly under any of the following circumstances:

1. DSHS is sharing data of any kind under the agreement.
2. Vendor will have access to DSHS systems.
3. DSHS obligations under the agreement are unclear or ambiguous.

4. Vendor requires DSHS to treat its Vendor Agreement as confidential and/or prevents
disclosure by DSHS in the event of a public records request.

5. The vendor’s terms and conditions include any of the following:

Payment prior to performance or receipt of deliverables

Vendor may alter the terms of the agreement without prior DSHS agreement or

without notice to DSHS

The term of the agreement exceeds 2 years or it is automatically renewed

Limitations on DSHS’ ownership of work product

Early termination fees, other fees, or liquidated damages

One-sided or unfair cancellation policy

Limitation, disclaimer or exclusion of warranty (e.g., product or services offered

only “AS-1S”)

Limitation or disclaimer of liability for the vendor

DSHS indemnification of vendor

J.  Customer’s (i.e., DSHS’s) Purchase Order terms and conditions are considered
“null and void”

k. Jurisdiction for agreement disputes is outside the United States

@mooo0 oTp

E. CCLS Review Procedure

The Administration’s appropriate Key Contract Coordinator must request a review of the VVendor
Agreement by CCLS whenever any of the requirements of Section B above have not been met.
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To request review by CCLS, the Administration must complete Section 1 of the CCLS Vendor
Agreement Review Form and submit the form and Vendor Agreement via its Key Contract

Coordinator to CCLS. CCLS shall review the request and the Vendor Agreement and proceed as
follows:

1.

If no major risk factors are identified, CCLS will execute the Vendor Agreement on
behalf of the Administration or CIBS-Supported Facility.

If risk factors are identified, CCLS will complete Section 2 of the Vendor Agreement
Review Form explaining what risks were identified and return the form to the
Administration’s Key Contract Coordinator.

The Administration may elect to proceed, by checking the appropriate box in Section 3 of
the Vendor Agreement Review Form to indicate that it:

a. Accepts identified risks and wishes to enter into the agreement as written.

b. Has had Administration staff further negotiate language with the vendor to
address or mitigate identified risks.

c. Has engaged its Assistant Attorney General to further negotiate with vendor to
address or mitigate identified risks.

d. Requests CCLS contracts counsel further negotiate with vendor to address or
mitigate identified risks.

The Division Director, or, in the case of CIBS-Supported Facilities, the Chief Executive
Officer, Superintendent or other designated executive management, must sign the Vendor
Agreement Review Form indicating approval of the Administration’s decision. The
Administration will then return to CCLS the signed form and, when applicable, a copy of
the revised terms agreed to by the vendor after negotiation.

CCLS will proceed according to the Administration’s election. However, CCLS will not
execute any Vendor Agreement containing terms or conditions that violate federal or
state law, or DSHS or Department of Enterprise Services policies, procedures or
guidelines.

CCLS will enter the Vendor Agreement records into the ACD for Vendor Agreements
signed by CCLS. Administration staff will remain responsible for monitoring and
documenting their monitoring of the Administration’s Vendor Agreements in accordance
with Administrative Policy 13.11.

Saving Vendor Agreements in the ACD

All Vendor Agreements must be recorded in and saved to the Agency Contracts
Database. Administrations must follow the CCLS Process for Recording Vendor



http://one.dshs.wa.lcl/FS/OSS/CCS/Documents/CCLS%20Vendor%20Agreement%20Form.docx
http://one.dshs.wa.lcl/FS/OSS/CCS/Documents/CCLS%20Vendor%20Agreement%20Form.docx
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-11.pdf
http://one.dshs.wa.lcl/FS/OSS/CCS/ACD/Documents/OutsideVendorAgreementProcess_ACD_5-31-2016.docx
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Agreements in the ACD. There may be instances where a vendor requires DSHS
signature but does not sign their own Vendor Agreement. However, to the extent
possible, each Vendor Agreement record entered into the ACD and retained by DSHS
should show the vendor’s signature in addition to DSHS signature.

End User License Agreements and Click-Through Agreements must be printed or
otherwise electronically recorded and saved in the ACD, prior to or at the time they are
agreed to, in order to ensure DSHS retains an accurate record of the agreement.

For vendors who do not already have a Contractor profile created in the ACD, if
Administration staff are unable to obtain a complete Contractor Intake Form (DSHS
Form No. 27-043) (or, at minimum, a valid federal tax identification number) from the
vendor, the Key Contract Coordinator must create a Proxy ID in the CCLS Proxy ID
Table for purposes of entering the Vendor Agreement into the ACD.



http://one.dshs.wa.lcl/FS/OSS/CCS/ACD/Documents/OutsideVendorAgreementProcess_ACD_5-31-2016.docx
http://forms.dshs.wa.lcl/
http://one.dshs.wa.lcl/FS/OSS/CCS/ACD/Documents/ProxyIDTable.xlsx
http://one.dshs.wa.lcl/FS/OSS/CCS/ACD/Documents/ProxyIDTable.xlsx
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