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Purpose

This policy establishes basic requirements governing transactions between the Department of
Social'and Health Services (DSHS).and any vendors that require DSHS, as a condition of doing
business with them, to sign any form of agreement that does not consist of DSHS-approved
standard terms and conditions.

This policy, and any procedures or guidelines referenced, are intended for internal use only.
The policy is not intended, nor can it be relied upon, to create any substantive or procedural
rights enforceable by any party involved in matters with the department.

Background
Existing DSHS administrative policy 13.10 requires that all DSHS contracts be created in the

agency contracts database (ACD) using a standard contract format with approved terms and
conditions designed to minimize and mitigate the DSHS’s exposure to certain contract risks.
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Vendor agreements are those agreements presented to DSHS by vendors who condition doing
business with them on DSHS’s acceptance of the vendor’s own terms and conditions. Because
vendor agreements, by definition, do not comply with the requirement in administrative policy
13.10 to create all DSHS contracts in the ACD on approved contract formats, central contracts
and legal services is establishing this policy to better manage and mitigate the risks associated
with entering into such agreements.

Scope

This policy applies to all employees and organizational units of DSHS in the conduct of actions subject
to the “authorizing sources” listed above, including:

e Vendor agreements and non-standard contracts for information technology goods and
services, including licensing and software maintenance agreements

e Vendor agreements and non-standard contracts for other goods and services

¢ Interlocal agreements not containing the DSHS general terms and conditions.

Additional Guidance
Administrative policies:
e Administrative policy 13.10, central contracts and legal services
e Administrative policy 13.11, monitoring contractor performance
e Administrative policy 13.12, competitive solicitations and procurements
e Administrative policy 13.13, insurance requirements for contracts
e Administrative policy 13.16, performance-based contracting
e Administrative policy 13.23, identifying business associates and business associate
agreements
e The DSHS guide to contracting
e DSHS annual purchasing delegation memo
e CCLS ACD process for recording vendor agreements
®  CCLS vendor agreement review form

Definitions

Administration. means the responsible DSHS administration, division, office, program, or similar
organizational entity.

Agency contracts database (ACD) is the system used by DSHS for producing, tracking, and
monitoring all DSHS client service contracts, data sharing agreements, Interlocal (interagency)
and intergovernmental agreements, and all contracts for goods and services (other than
purchase orders for operational goods and services addressed by administrative policy 13.08).
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Central contracts and legal services (CCLS) means the contracting authority for DSHS.
Organizationally, it is in the contracts, legal, and background checks division of the finance,
technology, and analytics administration. DSHS administrative policy 13.10 charges CCLS with
responsibility for establishing and maintaining statewide DSHS policies and procedures
governing all contracts for DSHS.

Contract means a legally enforceable agreement for goods, services, or both, including
information technology services.

Contract format means an electronic or hard copy contract template either developed or
approved by CCLS, or both. A contract format includes but is not limited.to.data elements with
general information (for example, the name of the contractor, start and end dates of the
contract, and the total maximum consideration of the contract), general terms and conditions,
and special terms and conditions. All approved contract formats are available in the ACD for use
by authorized staff.

Division director means the DSHS division director, or functional equivalent, with managerial
oversight authority and responsibility for contracting staff and processes in a given
administration. For BHHA and DDA facilities; thisdefinition includes the applicable facility’s
chief executive officer or superintendent.

End user license agreement or click-through agreement means an agreement that is entered
into when an individual user:is required to indicate his or her acceptance of the vendor’s
electronically presented terms and conditions by checking or “clicking,” via mouse or keyboard
entry or voice command, an on-screen box, button, or other graphic marked with words or
other indicia that indicate the user’s acceptance and agreement.

Key contract coordinator means the individual(s) designated by the division director
responsible for contracting in a given administration to be the liaison between the
administration or facility and CCLS. The key contract coordinator has specific, direct
responsibilities for DSHS contracting processes that are identified under administrative policy
13.10.

Protected health information (PHI) means individually identifiable health information about a
client that is transmitted or maintained by a DSHS health care component in any form or
medium. PHI includes demographic information that identifies the individual or about the
individual on which basis it is reasonable to believe the information could be used to identify
the individual. Individually identifiable health information in DSHS records about an employee,
or others who are not clients, is not protected health information. See administrative policy
5.03 for provisions relating only to PHI of clients.
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Purchase order means a standard TRACKS-generated ordering document that includes standard
DSHS-approved purchase order terms and conditions. Purchase orders serve as contracts
governing the transactions they cover. When a DSHS purchase order is accompanied by a
vendor agreement with additional terms and conditions beyond those of the purchase order,
the additional terms and conditions would constitute a vendor agreement under this policy.

Signing authority means the authority to sign contracts within the scope of this policy or
administrative policy 13.10 on behalf of DSHS.

Vendor agreement or non-standard contract means a non-DSHS drafted, created, or issued
contract or agreement for the purchase of goods, services, or both, that(1)includes the
vendor’s or other entity’s own preferred terms and conditions or (2) does not include all
relevant DSHS standard terms and conditions from an ACD contract format. End user license
agreements and click-through agreements that a user. must accept prior to installation or
download of software or hardware constitute vendor agreements. When a DSHS purchase
order is accompanied by any document with additional terms and conditions beyond those of
the purchase order, the additional terms and conditions also constitute a vendor agreement.
Note: Non-standard contracts include state or other governmental agency contracts that do not
utilize DSHS general terms and conditions.

Policy Requirements

A. Authority to sign

No DSHS staff may sign any vendor agreements or non-standard contracts on behalf of DSHS
except in accordance with this policy. Vendor agreements and non-standard contracts that do not
meet all the requirements outlined below in'section B must be submitted to CCLS, in accordance
with section E below, for review and signature.

B. Administration authority

Administrations may enter into and sign vendor agreements without prior CCLS review only
when all of the following conditions are met:

1. The goods or services covered by the vendor agreement were procured in compliance
with the relevant competitive solicitation or sole source requirements of chapter 39.26
RCW;

2. The total value of the vendor agreement is less than $100,000;

3. The vendor will not have unsupervised access to any DSHS client under the terms of the
vendor agreement; and
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C.

4. The vendor will not have access to any protected health information (PHI) under HIPAA

or to any other DSHS category 3 or 4 data (as those categories are defined in the DSHS
information security standards manual).

Administration specific vendor agreement policy

All administrations must develop and maintain written policies or guidelines to govern their
review, execution, management, monitoring, processing, handling, and retention of vendor
agreements and other non-standard contracts.

Administration vendor agreement guidelines must include all of the following:

1. A processto ensure all vendor agreements that are required by this policy to be

submitted to CCLS for review are so submitted.

A process to ensure administration staff review and conduct an initial risk assessment
for all vendor agreements they sign.

A process to ensure notification, when applicable, to the appropriate staff when a new
vendor agreement is executed by administration contracts staff.

Designation of administration staff tasked with authorization and responsibility for
conducting, evaluating, and documenting risk assessments on vendor agreements.

Designationof administration staff who are delegated authority to sign, on behalf of the
administration, those'vendor agreements that meet all the requirements above in
section B of this policy.

Requirement that administration staff who execute, manage, monitor, or track vendor
agreements must complete appropriate contract training requirements.

Identification of assigned responsibility, once the agreement has been executed, for
managing the vendor agreement or non-standard contract and monitoring vendor
performance.

Identification of assigned responsibility for document retention of vendor agreements
and risk assessments. For end user license agreements and click-through agreements,
documentation must include the date and source of the non-standard contract as well
as a written copy of the agreement.
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D. Risk assessments

Each administration must define a process within their vendor agreement guidelines that
ensures adequate consideration and mitigation of the level of risk exposure associated with
each vendor agreement, particularly under any of the following circumstances:

1. DSHS is sharing data of any kind under the agreement.
2. Vendor will have access to DSHS systems.
3. DSHS obligations under the agreement are unclear or ambiguous.

4. Vendor requires DSHS to treat its vendor agreement as confidential or prevents
disclosure by DSHS in the event of a public records request.

5. The vendor’s terms and conditions include any one or more of the following:
a. Payment prior to performance or receipt of deliverables;
b. Vendor may alter the terms of the agreement without prior DSHS agreement or
without notice to DSHS;
The term of the agreement exceeds 2 years, or it is automatically renewed;
Limitations on DSHS’ ownership of work product;
Early termination fees, other fees, or liquidated damages;
One-sided orunfair cancellation policy;
Limitation, disclaimer, or exclusion of warranty (e.g., product or services offered
only “AS-I1S");
Limitation or disclaimer of liability for the vendor;
i. DSHS indemnification of vendor;
j. [ Customer’s(i.e., DSHS’) purchase order terms and conditions are considered
“null and void”;
k. Jurisdiction for agreement disputes is outside the United States, or not in
Washington state.

@™o Qa0
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E. Vendor agreement exhibit

CCLS has created avendor agreement exhibit for use with applicable vendor agreements. The
exhibit is available as a standalone pdf file on the CCLS intranet site.

1. Administration staff should attach the vendor agreement exhibit to vendor agreements
unless the exhibit is not applicable as determined by the key contract coordinator.
a. “Not applicable” may include, as verified by the key, vendor agreements which
are necessary for the administration wherein the vendor will not accept the
exhibit. In such cases, a note should be added to the ACD explaining the lack of
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2. Administrations should edit the exhibit to include the DSHS contract number and send

the exhibit to the vendor before executing the vendor agreement.

If a vendor requests edits to the vendor agreement exhibit, programs should follow the
DSHS general terms and conditions change request process.

The exhibit should be added to the final contract document and saved in the ACD.

CCLS review procedure

The administration’s appropriate key contract coordinator must request a review of the vendor
agreement by CCLS whenever any of the requirements of Section B above have not been met.
To request review by CCLS, the key contract coordinator must first review the vendor
agreement for administration specific concerns; then the administration must.complete section
1 of the CCLS vendor agreement review form and submit the form, vendor agreement, and any
other documentation required for review via its key contract coordinator to CCLS. CCLS will

review

1.

4.

the request and the vendor agreement and proceed as follows:

If no major risk factors are identified, CCLS will execute the vendor agreement on behalf
of the administration.

If risk factors are identified, CCLS will complete section 2 of the vendor agreement
review form explaining what risks were identified and return the form to the
administration’s key contract coordinator.

The administration'may elect to proceed, by checking the appropriate box in section 3
of the' vendor agreement review form to indicate that it:
a. Accepts identified risks and wishes to enter into the agreement as written.
b.  Has had administration staff further negotiate language with the vendor to
address or mitigate identified risks.
c. Has engaged its assistant attorney general to further negotiate with vendor to
address or mitigate identified risks.
d. Requests CCLS contracts counsel further negotiate with vendor to address or
mitigate identified risks.

The division director, or other designated executive management, must sign the vendor
agreement review form indicating approval of the administration’s decision. The
administration will then return to CCLS the signed form and, when applicable, a copy of
the revised terms agreed to by the vendor after negotiation.
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CCLS will proceed according to the administration’s election. However, CCLS will not
execute any vendor agreement containing terms or conditions that violate federal or
state law, or DSHS or Department of Enterprise Services (DES) policies, procedures, or
guidelines.

CCLS will enter the vendor agreement records into the ACD for vendor agreements
signed by CCLS. Administration staff will remain responsible for monitoring and
documenting their monitoring of the administration’s vendor agreements in accordance
with administrative policy 13.11.

Saving vendor agreements in the ACD

All vendor agreements must be recorded in and saved to the agencycontracts database.
Administrations must follow the CCLS process for recording vendor agreements in the
ACD. There may be instances where a vendor requires DSHS signature but does not sign
their own vendor agreement. However,.to the extent possible, each vendor agreement
record entered into the ACD and retained by DSHS should show the vendor’s signature
in addition to DSHS signature.

End user license agreements and click-through agreements must be printed or
otherwise electronically recorded and saved in the ACD, prior to or at the time they are
agreed to, in order to ensure DSHS retains an accurate record of the agreement.

For vendors who do not already have a contractor profile created in the ACD, if
administration staff are unable to obtain a complete contractor intake form (DSHS form
no. 27-043) (or, at minimum, a valid federal tax identification number) from the vendor
prior to entry in the ACD, the key contract coordinator must create a proxy ID in the
CCLS proxy id table for purposes of entering the vendor agreement into the ACD. Once a
contractor intake form has been received, the ACD profile should be updated and the
proxy ID table listing removed.



https://forms.dshs.wa.lcl/

Outside Agency Agreement DSHS Contract Number:

Q.. DSHS Additional Terms and Conditions
[] oeparment o socia Exhibit Contractor Contract

and Health Services

Number:

The following language is hereby incorporated into the Outside Agency Contract or Purchase
Order referenced above.

Contents

1.

2.

3.

Nondiscrimination. RC\W 49.60.530: Requires all Contractors and subcontractors with
the state for public works or for goods or services to agree to certain nondiscrimination
requirements.

Access to Data. RC\W 39.26.180(2): Requires DSHS to be able to access data
generated under a Contract without additional charges.

Russian Government Contracts and/or Investments. Governor’s Directive 22-03:
Requires DSHS and other State Agencies to avoid contracting with entities involved in
Russia.

Reporting Certain Requests from the Federal Government or Law Enforcement
Entities. Chapter 424, Laws of 2025: Requires Contractors to report to DSHS, within 24
hours, certain non-routine requests from a law enforcement authority or federal agency.

Nondiscrimination.

a. Nondiscrimination Requirement. During the term of this Contract, Contractor,
including any subcontractor, shall not discriminate on the bases enumerated at RCW
49.60.530(3). In addition, Contractor, including any subcontractor, shall give written
notice of this nondiscrimination requirement to any labor organizations with which
Contractor, or subcontractor, has a collective bargaining or other agreement.

b. Obligation to Cooperate. Contractor, including any subcontractor, shall cooperate
and comply with any Washington state agency investigation regarding any allegation
that Contractor, including any subcontractor, has engaged in discrimination
prohibited by this Contract pursuant to RCW 49.60.530(3).

c. Default. Notwithstanding any provision to the contrary, DSHS may terminate this
Contract in whole or in part, and Contractor, subcontractor, or both, may be referred
for debarment as provided in RCW 39.26.200, in the event Contractor, or
subcontractor, is determined to have engaged in discrimination identified at RCW
49.60.530(3).

d. Remedies for Breach. Notwithstanding any provision to the contrary, in the event of
Contract termination or suspension for engaging in discrimination, Contractor,
subcontractor, or both, shall be liable for contract damages as authorized by law
including, but not limited to, any cost difference between the original contract and the
replacement or cover contract and all administrative costs directly related to the
replacement contract, which damages are distinct from any penalties imposed under
Chapter 49.60, RCW. Agency shall have the right to deduct from any monies due to



https://app.leg.wa.gov/RCW/default.aspx?cite=49.60.530
https://app.leg.wa.gov/rcw/default.aspx?cite=39.26.180
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Contractor or subcontractor, or that thereafter become due, an amount for damages
Contractor or subcontractor will owe Agency for default under this provision.

Access to Data. Contractor shall, at no cost, provide access to any data generated
under this Contract to DSHS, the Joint Legislative Audit and Review Committee, and the
State Auditor. Contractor shall provide access in a manner and format mutually agreed
upon by the parties within a reasonable time period of the request. These inspection
rights shall survive for six (6) years following this Contract’s termination or expiration, or
until the data is properly disposed of.

Certification Regarding Russian Government Contracts and/or Investments. The
Contractor, by signature to this Contract, certifies that the Contractor is not presently an
agency of the Russian government, an entity which is Russian-state owned to any
extent, or an entity sanctioned by the United States government in response to Russia’s
invasion of Ukraine. The Contractor also agrees to include the above certification in any
and all Subcontracts into which it enters. The Contractor shall immediately notify DSHS
if, during the term of this Contract, Contractor no longer complies with this certification.
DSHS may immediately terminate this Contract by providing Contractor written notice if
Contractor does not comply with this certification during the term hereof. This is a
requirement under Directive of the Governor 22-03.

Reporting Certain Requests from the Federal Government or Law Enforcement
Entities. Contractor shall report to DSHS, within 24 hours, all non-routine requests from
a law enforcement authority or federal agency for any of the following: (i) health care
information, as defined in RCW 70.02.010, (ii) program eligibility information for
individuals, or (iii) information that may identify a health care provider’s or facilities
delivery of health care services to noncitizens, or delivery of protected health care
services as defined in RCW 7.115.010 (gender affirming treatment and reproductive
health care services that are lawful in the state of Washington). This is a requirement
under Chapter 424, Laws of 2025.

Examples of non-routine requests include surveys, requests for disclosure, subpoenas,
and other mechanisms for obtaining data or information. Additionally, search warrants or
other requests for disclosure are considered non-routine if they expressly seek data or
information about services to noncitizens, gender affirming services, or reproductive
health care services.
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